
 

 

 

PUBLIC CONSULATION ON THE COUNTERFEIT AND PIRACY WATCH LIST 

2027 EDITION 

Written submission of the Liga Nacional de Fútbol Profesional (LALIGA) 

 

This submission does not assert any finding of legal liability against the entities named. It identifies 

services that, on the basis of the evidence set out below, are reported to engage in, facilitate or benefit 

from intellectual property rights infringement, or that are reported not to take measures consistent 

with industry good practice to prevent such infringement on their services. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

1. Introduction 

Field Detail 

Respondent Liga Nacional de Fútbol Profesional (LALIGA) 

Type of respondent Company / business organisation — sports association 

Country of origin Spain 

Submission date 10 September 2026 

Language of submission English 

Addressed to European Commission, Directorate-General for Trade and Economic Security, Rue de la Loi 170, 1049 

Brussels, Belgium — filed through the EU Survey questionnaire 

Categories reported Online services offering or facilitating access to copyright-protected content (piracy apps, unlicensed 

IPTV services, linking and streaming websites); piracy supporting services; hosting and network 

infrastructure providers; online intermediaries (CDN / reverse proxy) 

Territorial scope Only services and operators established outside the European Union are reported 
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LALIGA is the association of professional football clubs that organises the Spanish professional football 

competitions. The centralised sale of audiovisual rights to those competitions is the principal source of 

revenue for its clubs and, indirectly, sustains a wide ecosystem of employment, tax revenue and 

grassroots sport across the European Union. The unauthorised redistribution of live match signal is 

therefore not a marginal nuisance; it is a direct attack on the economic foundation of the competition. 

Audiovisual sports piracy is estimated to cost rightholders in the region of EUR 28.3 billion each year. 

EUIPO research on the perception of intellectual property has found that, depending on the Member 

State, between 40 % and 80 % of respondents acknowledge accessing copyright-protected sports content 

through illegal online sources, with the highest incidence among younger age groups and in Bulgaria, 

Spain, Greece and Slovenia; the same research identifies streaming as the predominant form of 

audiovisual infringement, accounting for some 58 % of cases. 

LALIGA welcomes the Commission’s decision to prepare a new edition of the Counterfeit and Piracy Watch 
List and appreciates the opportunity to contribute. The services identified in this submission were selected 

because they are established outside the Union, because their role in the infringement chain is 

documented, and because they are, in LALIGA’s assessment, capable of taking effective measures that 
they have so far not taken. 

LALIGA respectfully asks the Commission to include the services described in Sections 4 to 8 in the 2027 

edition of the Watch List, so that their operators, the competent national authorities and the Digital 

Services Coordinators are encouraged to adopt the measures necessary to bring the reported conduct to 

an end. 

 

2. Evidentiary basis and methodology 

The findings in this submission rest on four sources, identified in the individual entries below so that the 

Commission and the reported service providers can assess their weight. 

• Live match-day monitoring. LALIGA operates a real-time monitoring room during every fixture of 

its competitions. The data reported here covers matchdays 1 to 4 of the 2026/27 season and the 

full 2025/2026 season. During that period, LALIGA detected 62 distinct piracy applications 

redistributing, or offering to redistribute, monitored fixtures, and 46,944 IP addresses broadcasting 

illegal LALIGA content, of which 3,648 corresponded to hosting infrastructure. 

• Technical verification. Applications and services are acquired, installed and navigated under 

controlled conditions, and the presence of LALIGA signal is verified by LALIGA’s monitoring 
operation before a service is reported. 

• Web traffic measurement. Traffic and popularity figures are obtained through commercial web 

analytics tools (Semrush and SimilarWeb). Where a figure refers to traffic originating in Spain, this 

is stated expressly. 

• Public sources. Court decisions, decisions of national intellectual property offices, national blocking 

orders, previous editions of the Watch List and previously published submissions of other 

rightholders. 

Two limitations are stated openly. First, several of the operators reported below conceal their 

infrastructure behind reverse proxy services, so the hosting location given can only be indicative. Second, 

where LALIGA has not yet obtained a response from a reported service, this is stated as such rather than 

presented as a refusal to cooperate. 

Consistent with the territorial scope of the Watch List, entities established in a Member State have been 

excluded from this submission even where they appear in the same corporate or technical environment 

as a reported service. 
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3. Major emerging trends 

3.1 Serial rebranding with demonstrable technical continuity 

The dominant response of large-scale piracy applications to enforcement is no longer resistance but 

renaming. An application is re-released under a new commercial brand while retaining its user base, its 

subscription credentials, its update servers and, decisively, its internal software identifiers. Forensic 

comparison of successive releases shows identical Android package identifiers, identical internal activity 

names and residual references to the previous brand inside the application resources. The consequence 

for enforcement is severe: every blocking order, every trademark objection and every delisting request is 

directed at a brand the operator can discard within days, while the underlying service continues 

uninterrupted. Section 4.1 documents a complete rebranding chain of this type. 

3.2 Sideloading catalogues and short-code intermediaries 

A distinct category of service has emerged that hosts no infringing content, operates no stream and sells 

no subscription, yet is now a critical dependency of the piracy supply chain. These services maintain 

curated catalogues that translate a short numeric code into the download address of an application 

package. The user is spared the need to locate, evaluate or verify the file. Because the catalogue is curated, 

the operator selects what enters it. Section 5.1 addresses the most significant example identified by 

LALIGA, whose short codes are used, among others, by the application ecosystem described in Section 

4.1. 

3.3 Middleware and white-label IPTV platforms 

An increasing proportion of unlicensed IPTV services are not built by their operators. They are assembled 

from commercially available middleware: a player application, a subscription panel, a content 

management back end and a distribution layer, licensed by third-party technology suppliers to anyone 

able to pay. The supplier does not transmit the infringing signal and can credibly present itself as a neutral 

integrator. The concentration is nevertheless extreme — a single supplier may underpin dozens of 

unlicensed services — which makes these suppliers the most efficient point of intervention available. 

Enforcement directed at individual client services is structurally ineffective against a common supplier 

able to replace each of them. Section 5 addresses four such suppliers. 

3.4 Concentration of infringing traffic in a small number of non-EU autonomous systems 

LALIGA’s network analysis shows that infringing traffic is not evenly distributed. During the monitored 
period, five non-EU autonomous systems accounted for 4,123 unique domains and 944 IP addresses. 

Several of these providers were reported to the Commission in previous editions of the Watch List and 

remain among the most infringing. Section 6 sets out the detail. 

3.5 Distribution of application packages through messaging platforms and file lockers 

Of the 62 applications detected during the monitored fixtures, the majority were distributed neither 

through official application stores nor through a website, but through public messaging channels and 

generic file-locker links. Individual distribution channels observed during the period had audiences of 

between 1,100 and 40,000 subscribers. This model defeats store-level enforcement entirely: removal 

from an official store neither disables the application already installed on a device nor prevents 

redistribution of the same package file through a messaging channel. LALIGA reiterates the request, made 

in its 2024 submission, that application store operators develop the capability to disable applications 

already identified as infringing on the devices on which they are installed. 
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4. Piracy applications and unlicensed IPTV services 

8.1 The MagisTV application ecosystem and its successor brands: Oleada TV, Xuper TV, Flujo TV 

and Stella TV 

Service and domains. MagisTV, distributed in a free and a “Pro” version, together with the successor 
brands into which those versions were renamed and the parallel brands launched from the same code 

base. The documented lineage is as follows: the Pro version was renamed Oleada TV on 22 November 

2025; the free version was renamed Xuper TV on 1 November 2025; the Flujo TV brand was created on 

28 October 2024 in parallel with the free and Pro versions; and Stella TV forms part of the same brand 

family. Domains associated with the ecosystem run into the hundreds and are replaced continuously. 

Those observed include magispro.tv, mgspro4k.com, maxplus4k.com, flujotv.com.ec and 

flujotvmundo.com, together with a further set of at least 47 Flujo-branded domains (among them 

flujotv.com, flujotv.es, flujotv.mx, flujotv.la, flujotvlatam.com, flujotvoficial.com, apkflujotv.com and 

panelflujotv.com) and a long-standing set of MagisTV-branded domains previously reported to the 

Commission. 

Establishment. Outside the European Union. The applications are developed and served from outside the 

Union and distributed principally in Latin America and, increasingly, in Spanish-speaking markets within 

the Union.  

Technical continuity between brands. Forensic analysis of the successor applications establishes common 

authorship rather than mere imitation. The successor package retains the Android package identifier and 

the internal activity name of the predecessor release, retains explicit references to the predecessor brand 

and its domain within the application string resources, and navigates to a dynamic link associated with a 

further brand in the same family. In the Flujo TV transition, the successor application replaced the 

predecessor on the user’s device by default and prompted an automatic update, while previously 
registered accounts and credentials remained valid. The operator publicly attributed the change of name 

to “attacks” and cloning; contemporaneous reporting attributed it to the legal difficulties the service had 
encountered in Argentina, Chile, Peru, , Spain, U.S., Ecuador and Brazil. 

Scale and popularity. LALIGA’s 2024 submission recorded more than 7 million visits to sites linked to this 
ecosystem at European level. In several Latin American markets the service competes directly with 

licensed broadcasters, reaching a share of registered users of up to 30 % in Ecuador, to the point that 

consumers frequently believe the service to be lawful. Traffic to the mobile download domain of the Flujo 

TV brand doubled over a three-month period following its launch. During the first matchdays of the 

2026/27 season, the Flujo brand was detected at kick-off in respect of the majority of monitored fixtures, 

with 2,534 measured visits from Spain to its distribution page. 

Content and revenue model. Live channels and video on demand. The service advertises more than 1,200 

live channels together with a large library of films and series, and permits up to three simultaneous devices 

per account. Revenue derives from subscriptions sold through a multi-level reseller structure operating 

on prepaid credit panels, and from advertising. Payment is accepted through widely used consumer 

payment platforms and cryptocurrency services. 

Infringement of LALIGA rights. The ecosystem redistributes the signal of LALIGA’s licensees without 
authorisation. Redistribution has been verified in the signals of licensees in Latin America and, during the 

monitored period, in respect of fixtures of the Spanish professional competitions accessible from Spain. 

Enforcement actions. LALIGA is or has been a party to proceedings against this ecosystem in Spain, 

Colombia, Ecuador, Peru and Argentina. Administrative domain blocking has been obtained in Spain, in 

Peru (INDECOPI Resolution No. 0373-2024/CDA) and in Argentina. In February 2026 an Argentine court 

granted interim measures covering the MagisTV and Xuper TV ecosystem. In Ecuador, a criminal court 

ordered the blocking of 183 IP addresses linked to the service, and the national intellectual property office 

refused a trademark application for the brand on copyright grounds. A multi-jurisdictional enforcement 

operation in Brazil and Argentina dismantled 675 unlawful streaming sites and 14 applications, including 

this one. 
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Grounds for listing. This is the clearest documented example of the rebranding trend described in Section 

3.1. Listing the ecosystem as a whole, rather than any single brand, is the only approach that survives the 

next rename. The operator retains full technical capacity to discontinue the service, since application 

updates are served from domains under its control. 

4.2 Applications most accessed from Spain during monitored LALIGA fixtures 

The five applications below recorded the highest measured web traffic originating in Spain among those 

detected redistributing, or offering to redistribute, monitored LALIGA fixtures during matchdays 1 to 4 of 

the 2026/27 season. Traffic figures refer to measured visits from Spain to the distribution domain of each 

application. All five are distributed outside official application stores. 

 

Grounds for listing. These are the applications with the greatest measured reach into the Spanish market 

among those detected during live LALIGA fixtures. Two of them are catalogued in the short-code service 

addressed in Section 5.1, illustrating the dependency described in Section 3.2. Two of them deploy root 

detection specifically to frustrate the forensic verification on which rightholders and courts rely, which is 

an aggravating feature and an indication of awareness of the nature of the service. 

4.3 IBO Player 

Service and domains. IBO Player, a player application used to access unlicensed IPTV subscriptions. LALIGA 

has identified 28 related IPTV applications and 79 linked domains within the same family. 

Establishment. Outside the European Union. The footprint associated with the service extends across 

Egypt, Hong Kong, the United States and Brazil; the entity originally used has been dissolved and replaced, 

a pattern characteristic of the registration rotation described in Section 3. 

Role in the infringement chain. The application does not itself sell content. It functions as the access layer 

through which end users load third-party subscription playlists, and it is distributed and promoted in the 

same channels as the unlicensed services whose subscriptions it renders usable. The scale of the 

associated application and domain family indicates an industrial, systematically maintained operation 

rather than an isolated product. 

Content and revenue model. Live channels and video on demand supplied by third-party unlicensed 

services; revenue from activation fees, licensing of the player to service operators, and advertising. 

Cooperation. No response has been recorded to date. 

Grounds for listing. The concentration of 28 applications and 79 domains within a single product family 

makes this an efficient point of intervention. 

4.4 Sportify 

Service and domains. Sportify, marketed as “Sportify Digital Service”, an unlicensed IPTV service. 

# Application Distribution domain Visits (ES) Detection and action during matchdays 1–4 

1 NetFly netflyapp.com 117,048 Detected in every monitored matchday and in substantially every 

monitored fixture. Referred for IP blocking repeatedly; confirmed to 

reappear at the following fixture. Also catalogued in the short-code 

service described in Section 5.1. 

2 Cricz cricztv.com 41,434 Showing signs of growing popularity online. The application 

implements root detection countermeasures and anti-forensic 

measure that impedes evidence capture. 

3 Gee Sports geesports.xyz 32,992 Implements the same root-detection countermeasure. 

4 FCTV33 fctv33.biz 18,322 Detected in every monitored matchday executed by LALIGA. 

5 Magma magma-player.app 10,544 Detected in all four monitored matchdays. Catalogued in the short-

code service described in Section 5.1. 
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Establishment. Indonesia. The service is marketed and sold without any identifiable legal person behind 

it, contrary to the transparency expected of services directed at recipients in the Union. 

Content and revenue model. Live sports channels and video on demand, sold by subscription. 

Grounds for listing. Direct redistribution of licensee. 

 

5. Piracy supporting services 

Watch List taxonomy: piracy supporting services (3.2.9). 

5.1 Downloader by AFTVnews 

Service and domains. The application “Downloader by AFTVnews”, distributed through the Amazon 
Appstore and Google Play, together with the short-code catalogue served from go.aftvnews.com and the 

associated domains aftvnews.com and aftv.news. 

Establishment. United States. Global operation. 

Role in the infringement chain. The operator maintains a curated catalogue of numeric short codes that 

resolve to application download addresses. LALIGA has catalogued 341 such codes. Of these, 262 resolve 

to applications that redistribute copyright-protected content and have been made the subject of a formal 

takedown notification; the remaining 79 were documented for the purpose of establishing knowledge. 

Applications reachable through the catalogue include Xuper TV, NetFly, Stella TV Global, SportzX, and 

FCTV33 among many others(see Section 8.2) — that is, both brands from the ecosystem described in 

Section 4.1 and applications among those most accessed from Spain during monitored fixtures. 

Scale and popularity. The operator reports an installed base of 50 million devices; LALIGA cites this figure 

as declared by the operator rather than as independently verified. Traffic to the principal site was 

measured at 2.64 million visits per month in August 2026. 

Revenue model. Advertising on the publishing site and within the application. 

Measures taken by the provider. LALIGA will report to the Commission on the state of the 262 notified 

codes. LALIGA further notes that the curated short-code catalogue, which provides users with a 

straightforward and user-friendly installation mechanism, is a separate and separable service under the 

operator's exclusive editorial control. The ease and simplicity with which applications can be discovered 

and installed through this catalogue is itself demonstrative of its nature as an editorially-curated platform, 

distinct from the underlying distribution infrastructure. 

Grounds for listing. This entry combines the three factors the consultation weighs most heavily: a 

facilitation role that is clearly delimited and distinguishable from neutral technical provision and 

unambiguous material capacity to act, since the catalogue is the operator’s own product and is editable 

at will. LALIGA proposes this as its principal submission in the category of piracy supporting services. 

 

5.2 Ace Stream 

Classification: P2P and BitTorrent distribution (3.2.4); piracy supporting service (3.2.9). 

Service and domains. Ace Stream, a peer-to-peer multimedia streaming protocol and software ecosystem 

built on BitTorrent technology, distributed from acestream.org and acestream.net and through an 

Android application. Launched in 2013 as the successor to an earlier project of the same design, it is 

reported to be incorporated in Ukraine and has since 2022 been restructured by its promoters as a 

blockchain-based organisation that, in their own description, will have no owners in the traditional sense. 

It claims an audience in excess of 30 million users. 

Scale in relation to LALIGA fixtures. Ace Stream is among the highest-volume technical vectors identified 

in LALIGA's live monitoring of its competitions. LALIGA identified the following volumes associated with 
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the unauthorised distribution of the match signal over this network: 6,892 unique IP addresses, 6,922 

trackers, 1,238 bootstrap nodes and 443 peers. 

Role in the infringement chain. The distribution of unauthorised live signal does not depend on a server 

that can be identified and notified. Each viewer simultaneously receives and retransmits the stream, so 

audience growth increases distribution capacity instead of straining it, and the removal of any individual 

participant has no effect. Content is located through identifiers analogous to torrent hashes, which are 

published on the linking sites reported in Section 10 and circulated through messaging channels. The 

result is a distribution layer that is materially resistant to the remedies on which rightholders and courts 

currently rely. 

Capacity to act. LALIGA acknowledges, as it must, that the software is content-neutral in the same sense 

as a torrent client or a media player, that it carries no catalogue and hosts no content, that its terms of 

use do not sanction unlicensed playback, and that its promoters have publicly disputed characterisations 

of the project as a piracy tool. Two features nevertheless distinguish it from a purely neutral tool for 

present purposes. First, the network is not wholly decentralised in operation: trackers and bootstrap 

nodes are network infrastructure rather than user devices, and they constitute the overwhelming majority 

of the addresses identified above — which means there is an identifiable operational layer capable of 

being addressed. Second, the deliberate migration to a structure designed to have no owners removes 

the counterparty with whom rightholders and authorities would otherwise engage, at a point when the 

technology is being used at scale against live sports rights. 

Grounds for listing. Scale within LALIGA’s own monitoring data, established outside the Union, and a 
governance structure adopted in terms that make identification of a responsible operator progressively 

harder. LALIGA does not ask that the protocol be treated as unlawful. It asks that the Commission identify 

the service so that its promoters may be invited to state who is responsible for the operation of the tracker 

and bootstrap infrastructure, and what measures, if any, are applied when that infrastructure is used to 

distribute live signal without authorisation. 

 

6. Hosting and network infrastructure providers 

Watch List taxonomy: hosting providers, including dedicated server providers (3.2.7). 

8.1 IP4Market 

Service and domains. IP4Market, a supplier of IP addressing resources, virtual hosting, dedicated servers 

and network services, operating autonomous system AS197703. 

Establishment. Seychelles, the United Arab Emirates and the Russian Federation. An associated entity 

established in a Member State, now in liquidation, has been excluded from this report on territorial 

grounds. 

Role in the infringement chain. Provision of network infrastructure and hosting to the longest-standing 

unauthorised download and streaming platforms in the Middle East and North Africa region, in which 

LALIGA maintains licensing agreements. The presence of LALIGA content on that infrastructure has been 

verified technically. The front end of the services concerned sits behind the reverse proxy service 

addressed in Section 7. 

Content categories. Live sports signal and video on demand. 

Cooperation. No response has been recorded to notifications concerning this infrastructure. The pattern 

of successive dissolution and re-registration of associated entities across multiple jurisdictions is 

consistent with a deliberate strategy of remaining unreachable. 

Grounds for listing. Documented provision of network infrastructure to a large-scale infringing operation 

in a region where LALIGA holds licensees, from jurisdictions in which civil enforcement is not effectively 

available. 
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8.1 Most infringing non-EU hosting and network providers 

The five providers below accounted, during the monitored period, for 4,123 unique domains and 944 IP 

addresses. Each provides hosting or transit to operators of unlicensed streaming and IPTV services; each 

has failed to remove infringing content expeditiously, to identify the infringing customer, or to discontinue 

service to that customer following notification. In several cases no response of any kind has been received. 

 

 

 

Grounds for listing. Concentration of this order is not incidental; it reflects a commercial choice to accept 

and retain customers whose activity is infringing. LALIGA asks the Commission to invite each provider to 

describe the notice-and-action procedures it operates, its average time to act on a valid notice, its repeat-

infringer policy and the customer due diligence it applies before provisioning capacity. In LALIGA’s 
experience, providers in this category do not respond to notifications at all. Preventive know-your-

customer obligations should be expected of providers that direct their services at recipients in the Union. 

 

7. Content delivery and reverse proxy services 

Watch List taxonomy: online intermediary; piracy supporting service (3.2.9). 

8.1 Cloudflare 

Service and infrastructure. Cloudflare, Inc., a content delivery network, reverse proxy and DNS provider 

— cloudflare.com, operating autonomous systems AS13335 and AS209242. 

Establishment. United States — 101 Townsend Street, San Francisco, California 94107. 

Nature of the concern. LALIGA accepts without qualification that Cloudflare's services are not designed 

to disseminate infringing content and that they serve substantial legitimate security and performance 

purposes. The concern is narrower and structural. The issue arises in Cloudflare's response to abuse 

notifications regarding infringing content. Upon receiving a notification of infringement, Cloudflare does 

not implement immediate technical measures to interrupt or prevent the unauthorized transmission, nor 

does it actively cooperate to mitigate the ongoing distribution of protected content. Because the service 

acts as a reverse proxy, Cloudflare maintains direct control over the transmission infrastructure and 

possesses the technical capability to enforce such measures in real time. However, the absence of such 

enforcement when abuse is notified constitutes a failure to actively prevent ongoing infringement. For 

live sports rights, where the protected value of a transmission expires within ninety minutes, this lack of 

# Provider ASN Registered address and observations 

1 EURODONBAS-AS — LLC 

Eurodonbas 
AS200277 Kuybisheva St. 71b, 83045 Donetsk, Ukraine. The single 

largest concentration identified: this provider alone 

accounts for more than half of the infringing domains 

attributable to the five providers listed. 

2 CBS — Corebach 

Backbone SARL 
AS328867 Residence Fahd, Rue Al Massira Al Khadraa, Arouit, Nador, 

Morocco. 

3 KTCL — Kaal Tech Co., 

Limited 
AS150179 RM4, 16/F, Ho King Commercial Centre, Mongkok, 

Kowloon, Hong Kong. Very high domain-to-IP ratio, 

indicative of dense shared hosting of infringing domains. 

4 Nimblynet Limited AS64160 Newtown Barracks, Suite 353, Belize City, Belize. 

5 Virtual Systems / YURTEH-

AS 
AS30860 Laboratorna str., building 33/37, 03150 Kyiv, Ukraine. 

Reported by LALIGA in its 2024 submission and by other 

rightholders in the 2022 and 2024 consultations; remains 

among the most infringing providers. Its own marketing 

has referred to permissive content policies arising from 

the flexibility of local regulation. 

 Total   
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responsive action is functionally equivalent to non-cooperation. A prompt notification that does not result 

in prompt technical intervention during the critical broadcast window renders the abuse policy ineffective 

and leaves the rightsholder's exclusive distribution rights unprotected. 

Scale. Cloudflare is understood to provide DNS services to more than 15% of all known websites globally 

and manages approximately 20% of global internet traffic, making it the content delivery network with 

the highest number of exchange connections worldwide. In LALIGA's own casework, the service appears 

with striking and recurring frequency as the front host of reported infringing targets. On certain 

matchdays, Cloudflare's infrastructure has been identified as the provider for more than fifty percent of 

all infringing incidents detected by LALIGA across its entire monitoring operation—a concentration that 

far exceeds the service's proportional share of legitimate internet traffic. Specifically, Cloudflare has 

fronted the infrastructure for the Roja Directa service, the services described in Section 6.1, and multiple 

ongoing investigations. This pattern is not incidental but systemic: Cloudflare's reverse proxy architecture 

and response protocols have demonstrably become a critical enabler of large-scale unauthorized sports 

content distribution. 

Measures taken by the provider and their sufficiency. Cloudflare operates an abuse reporting 

mechanism, a trusted reporter system and an API allowing rightholders to automate submissions. 

However, the critical deficiency lies not in the availability of these reporting channels but in their 

operational ineffectiveness: upon receiving a notification of infringement, Cloudflare does not implement 

immediate technical measures to interrupt or halt the illegal transmission. Instead, it merely forwards 

complaints to the site owner and hosting provider—the very operators whose anonymity the service 

protects—while the infringing broadcast continues uninterrupted. For live sports transmissions where the 

protected value expires within ninety minutes, this absence of real-time enforcement renders the 

notification mechanism functionally meaningless. LALIGA acknowledges Cloudflare's measures remain 

insufficient in two specific respects, both previously identified by rightholders in the 2022 and 2025 

editions of the Watch List and neither yet resolved: the absence of a meaningful know-your-customer 

policy, which enables anonymous provisioning in the first place; and a repeat-infringer policy that does 

not result in immediate termination of service to operators who have been the subject of repeated valid 

notifications. Forwarding a complaint while allowing the illegal distribution to continue is not an effective 

response. 

Requested outcome. LALIGA recognizes that Cloudflare, by maintaining the ability to cut off illegal 

broadcasts in real time yet choosing not to exercise this capability, enables the continuation of 

infringement and thus becomes complicit in the unauthorized distribution. LALIGA therefore asks that the 

Commission identify Cloudflare in the Watch List and recommend that it be held accountable for this 

failure to act, thereby encouraging: most critically, for live sports events, the implementation of an 

expedited enforcement channel capable of operating in real time within the duration of the event—a 

mechanism through which Cloudflare must interrupt illegal transmissions upon notification rather than 

allowing broadcasts to continue throughout their lifecycle; complemented by a binding repeat-infringer 

policy resulting in immediate service termination for operators demonstrating patterns of unauthorized 

content distribution; and identity verification proportionate to risk before provisioning reverse proxy 

services to anonymously-shielded operators. 

 

8. Virtual private network providers 

Watch List taxonomy: online intermediaries; piracy supporting services (3.2.9). 
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8.1 The providers concerned and their associated brands  

The following providers are reported. Server and IP figures are those published by the providers 

themselves; Spanish traffic figures are as measured in the study referred to above. 

 

Brand Contracting entity and governing law Published 

infrastructure 
Associated brands under common control 

NordVPN NordVPN S.A., a corporation registered 

in the Public Registry of Panama, 

Panama City. The terms of service 

designate Panamanian jurisdiction, 

which the provider presents as a 

feature of the service. Group 

companies exist in the Netherlands, 

Lithuania and the United Kingdom. 

7,187 servers; 118 

countries; 

approximately 

328,000 IP 

addresses. 

Merged with Surfshark under a common holding 

structure in February 2022, the two brands 

continuing to operate independently. 

Proton VPN Proton AG, Switzerland; principal 

shareholder the non-profit Proton 

Foundation, Geneva. 

11,162 servers; 117 

countries; more 

than 22,000 IP 

addresses. 

Operated within the Proton group of privacy 

services. 

ExpressVPN Express Technologies Ltd., registered in 

the British Virgin Islands, 

headquartered in Hong Kong. Part of 

the Kape Technologies group, taken 

private in 2023. 

105 countries; more 

than 60,000 IP 

addresses. 

The group is reported also to operate CyberGhost 

VPN (Romania), Private Internet Access (United 

States) and ZenMate, together with VPN review 

and ranking publications, including vpnMentor, 

that rank the group’s own products. 

Surfshark Surfshark B.V., Netherlands. The terms 

of service nevertheless stipulate that 

the contract is governed by the law of 

the British Virgin Islands and that users 

submit irrevocably to the exclusive 

jurisdiction of the courts of that 

territory. 

More than 3,200 

servers; 100 

countries; more 

than 101,000 IP 

addresses. 

Under common control with NordVPN since 

February 2022. 

 

8.2 Affiliate marketing and the loss of neutrality 

The conduct that takes these services beyond neutral technical provision is the deliberate marketing of 

circumvention, conducted at arm’s length through affiliate programmes. The pattern is consistent and 
can be verified by any reader. 

• Publishers and influencers operating under affiliate arrangements publish guidance, updated for the 

2026/27 season, on how to watch LALIGA at no cost by connecting through the servers of the named 

providers. These pages name the providers, rank them for this specific purpose, link to discounted 

subscriptions and carry an express disclosure that the publisher receives commission on resulting 

sales. 

• Part of that guidance is directed at circumventing the territorial licensing of LALIGA’s own 
broadcasters, by routing users to free or low-cost foreign transmissions. LALIGA identifies this strand 

separately, because it concerns circumvention of contractual territorial exclusivity rather than access 

to unlicensed sources. 

• A further and more serious strand is directed at unlicensed sources. Affiliate-monetised guidance 

published for the 2026/27 season names the unlicensed services reported in Section 9 of this 

submission and their variants, explains that a VPN defeats the block applied by the user’s access 
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provider because the traffic no longer passes through its filter, and recommends the named products 

for that purpose. 

• Publishers of the guidance are in some cases not independent. Within one of the corporate groups 

identified above, VPN review and ranking publications are under the same ownership as the products 

they rank, a relationship those publications disclose. 

• The providers’ own commercial communications have been reported to be timed to the fixture 
calendar of the competitions whose transmissions are being protected. 

8.3 Grounds for listing and requested outcome 

LALIGA requests that the Commission include in the 2027 Watch List the VPN providers identified 

above, in light of their role in facilitating access to piracy content and services that have been 

blocked pursuant to judicial orders. This request is based not on the provision of VPN services as 

such, but on the commercial exploitation and active promotion of their ability to circumvent court-

ordered blocking measures. By marketing and monetising this functionality, including through 

affiliate programmes, these providers go beyond the role of neutral technical intermediaries and 

actively encourage access to unlawful content. 

9. Social media platforms 

Watch List taxonomy: social media platforms. 

LALIGA reports two platforms in this category. They belong to the same corporate group and are reported 

together for that reason: measures addressed to one alone would leave an obvious route of displacement 

to the other, which is the pattern described in Section 3.1. 

9.1 VK.com (VKontakte) 

Service and domains. VK.com (VKontakte), a social network established in Russia and available in 

numerous languages, including English and Spanish. It is the leading social network in Russia and in 

Russian-speaking territories. 

LALIGA asks the Commission to retain VK.com in the 2027 edition. The platform was listed in the two 

previous editions and, on the record before the Commission, the concerns that justified listing have not 

been addressed: unauthorised access to audiovisual content is obtained through user groups and 

embedded video players, a search function makes infringing material readily locatable, compliance with 

takedown notices has fluctuated since 2022 and was reported to have fallen to 30 % and below by 2024, 

the platform has been blocked under criminal blocking orders in Italy, and it supplied no information for 

the purposes of the 2025 edition. Its scale is not in question: a global SimilarWeb ranking of 29, fourth in 

Russia, and 3.137 billion visits in February 2025.  

9.2 OK.ru (Odnoklassniki) 

Service and domains. OK.ru (Odnoklassniki), a social network established in Russia and part of the same 

holding group as VK.com. The platform is offered in a wide range of languages, including English, German 

and Romanian, and is therefore accessible to recipients in the Union. 

LALIGA reports OK.ru as a new addition and expressly notes that, unlike VK.com, it has not been included 

in any previous edition. Its inclusion is proposed on structural grounds: OK.ru is a video-first platform and, 

by its own account, Russia’s leading social network for video content views, with videos attracting more 

than one billion views per day at peak and streaming available in 4K quality. These characteristics make it 

particularly suitable for the unauthorised redistribution of live sports broadcasts.. 

10. Linking and streaming websites 

Watch List taxonomy: linking or referring websites (3.2.3). 
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a. Pirlo TV 

Service and domains. Pirlo TV. Principal domain pirlotv.fr. LALIGA has documented at least 38 

active mirror and derivative domains, among them pirlotvonline.org, pirlotv.uno, pirlotvhd.ws, 

pirlotv.buzz, pirlotv.lol, pirlotvhd.online, pirlotvdh.org.es, pirlotv.best, pirlotv.ws, pirlotv.re, 

pirlotv.today, pirlotvenvivo.me, pirlohdtv.com, pirlotv.at, pirlotv.site, tvpirlo.com, pirlotv.ink, 

pirlotv.direct, pirlotv.city, pirlotvhd.lat, pirlotvhd.live, pirloenvivo.com, pirlotv.tube, 

pirlotv.stream and pirlotvhd.futbol 

Establishment. The operator is not identified and is not established in the Union. The proliferation of 

mirror domains across a wide range of top-level domains, replaced as each is blocked, is the defining 

operational characteristic of the service. 

Scale and popularity. The principal domain recorded 129,948,863 visits and 39,796,247 unique visitors, 

with an average visit duration of 7 minutes 18 seconds and a bounce rate of 60.59 %, over the eighteen-

month measurement period — an average of approximately 7.2 million visits per month. 

Content and revenue model. Live sports content exclusively. A daily schedule of forthcoming events is 

published, each with multiple access links differentiated by channel, language and image quality. Revenue 

is generated through advertising.  

Grounds for listing. Traffic of this magnitude, directed principally at Spanish-speaking audiences and 

monetised through mainstream advertising, places the service well above any threshold of substantiality. 

Blocking in a single Member State has proved incapable of suppressing it. 

b. Roja Directa 

Service and domains. Roja Directa. LALIGA has documented more than 80 active mirror and derivative 

domains, among them:  

rojadirectaenvivo.pl, rojadirectaenvivo.nl, rojadirectatv.nl, rojadirectatvhd.com, rojadirectatvhd.org, 

rojadirectatv.com.ph, rojadirectaenvivo.me, rojadirectaa.org, rojadirectatv.com.es, 

rojadirectatvonline.de, rojadirecta1.top, rojadirecta.com.ph, rojadirecta2.org, rojadirecta-tv.es, 

rojadirectaliga.net, rojadirectame.eu, rojadirecta.nl, rojadirecta.direct, rojadirectahdenvivo.com, 

rojadirectaonline.cc, rojadirectaenhd.net, rojadirectaenvivo.de, rojadirectaenvivo.la, rojadirectahd.nl, 

rojadirectatvhd.it, rojadirectatvhd.ws, rojadirecta.com.pl, rojadirectatv.lol, rojadirectaonline.us, 

rojadirecta.tech, rojadirectatvhd.fr, rojadirecta.today, rojadirectas.ws, rojadirectaes.me, 

rojadirectaenvivo.watch, rojadirectatv.vip, rojadirecta.pub, enrojadirecta.org, rojadirectatvhd.soccer, 

rojadirecta.city, enrojadirecta.tv, rojadirectatvhd.biz, rojadirectaenvivo.lol, larojadirecta.ws, 

rojadirectatvhd.eu, rojadirectaenvivo.vip, rojadirectaenvivo.su, rojadirectatv.direct, 

rojadirectaenvivotv.com, rojadirecta2.info and rojadirecta.soccer. 

Establishment and admissibility. The service is delivered through a network of mirror domains registered 

across a wide range of non-EU top-level domains, and is served behind the reverse proxy addressed in 

Section 7, which prevents identification of the host actually delivering the streams. LALIGA draws one 

point expressly to the Commission’s attention in the interest of a fair process: publicly available 
registration data historically associated with the principal domain has pointed to an entity established in 

Spain, and LALIGA is not in a position to confirm whether that entity operates the service at present.  

Scale and popularity. The principal domain recorded 41,359,634 visits and 14,101,673 unique visitors, 

with a bounce rate of 48.94 %, over the eighteen-month measurement period — approximately 2.3 

million visits per month. Roja Directa is the longest-established and most widely recognised brand in 

Spanish-language sports piracy, and its longevity is itself the relevant fact: it has survived more than a 

decade of civil, criminal and administrative action in several jurisdictions without interruption of service. 
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Content and revenue model. Live sports content exclusively. A daily schedule of forthcoming events is 

published, each with multiple access links differentiated by channel, language and image quality. Revenue 

is generated through advertising.  

Grounds for listing. Traffic of approximately 2.3 million visits per month, monetised through mainstream 

advertising, comfortably exceeds any threshold of substantiality. The service is the reference brand of 

Spanish-language sports piracy and the model that later operations replicate. Its persistence despite 

blocking in Spain and enforcement action elsewhere demonstrates that measures directed at individual 

domains are insufficient, and that intervention is required at the level of the intermediaries that sustain 

the operation — the reverse proxy service in Section 7 and the advertising networks that monetise it. 

c. Futbol Libre 

Service and domains. Futbol Libre, operating principally under futbollibre.pe and librefutbol.su. The 

domain family exceeds 80 active variants, including futbollibre.futbol, futbollibre.nu, futbollibrehd.net, 

futbollibretv.pe, futbollibre.es, futbollibre.ar, futbollibre.cl, futbollibre.com.mx, futbollibre.com.co, 

futbollibre.ru, futbollibre.co.uk, librefutboltv.net, librefutbol.tv and librefutbol.org. 

Establishment. Peru. The operator has not been individually identified. 

Scale and popularity. The principal domain recorded 15,477,844 visits and 5,403,622 unique visitors, with 

an average visit duration of 6 minutes 25 seconds and a bounce rate of 45.02 %, over the eighteen-month 

measurement period — approximately 858,000 visits per month. 

Content and revenue model. Live sports content, including LALIGA fixtures, verified technically. A daily 

schedule is published with multiple links per event. Revenue is generated through advertising. 

Grounds for listing. A persistent, high-traffic access point to LALIGA content operated from a third 

country, belonging to the most resilient domain family in Spanish-language sports piracy. Its continued 

operation despite blocking illustrates the limits of measures directed at individual domains rather than at 

the operation as a whole. 

 

11. Requests to the Commission 

LALIGA respectfully requests that the Commission: 

• Include in the 2027 edition of the Counterfeit and Piracy Watch List the services identified in Sections 

4 to 8 of this submission, within the categories indicated in each Section. 

• Invite each reported service provider to describe, in writing, the notice-and-action procedures it 

operates, its average time to act on a valid notice, its repeat-infringer policy, and the customer due 

diligence it applies. For the hosting and network providers in Section 6, the reverse proxy service in 

Section 7 and the VPN providers in Section 8, this response is the single most useful outcome of listing. 

• Recognise expressly, in the description of trends, the practice of serial rebranding with technical 

continuity, and encourage enforcement approaches that address the underlying service rather than 

the brand in current use. 

• Recognise curated sideloading catalogues and short-code intermediaries as a distinct piracy 

supporting service, given that such services host no content and yet materially determine what end 

users can install. 

• Encourage application store operators to develop the capacity to disable, on the devices on which 

they are already installed, applications identified as infringing and removed from the store, and to 

apply effective sanctions against repeat-offending developers. 
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• Recognise that, for live sports events, the expeditiousness required of intermediaries must be 

measured against the duration of the event. A notice cycle measured in days affords no protection 

whatsoever to a ninety-minute transmission. 

 

LALIGA remains at the disposal of the Directorate-General for Trade and Economic Security to provide any 

supplementary information, technical evidence or clarification that may assist in the preparation of the 

Watch List, including the documentation omitted from this submission in application of the principle of 

data minimisation. 

 

Liga Nacional de Fútbol Profesional (LALIGA) 

Anti-Piracy Investigations Directorate 

Madrid, 10 September 2026 
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