
CLOUDFLARE 

October 14, 2019 

Jacob Ewerdt 

Director for Innovation and Intellectual Property 

Office of the United States Trade Representative 

Re: 	Rebuttal comments regarding the Request for public comment on the 201 9 Special 

301 Out of Cycle Review of Notorious Markets Docket. No. USTR-2019-0013 

Dear Mr. Ewerdt: 

Cloudflare is an American Internet infrastructure company that provides security, 

optimization, and reliability services to more than 20 million web properties, including 

more than 10% of the Fortune 1000. Again this year, the Recording Industry Association 

of America (RIAA), the Motion Picture Association (MPA), and the Association of American 

Publishers (AAP) subrnitted misleading complaints about Cloudflare in their submissions 

to the Notorious Markets process and seek to distort that process from its original 

purpose in order to push their narrow interests. 

Yet, they merely rehash their references to Cloudflare in their previous letters to the U.S. 

Trade Representative (USTR) on the Special 301 Out of Cycle Review of Notorious 

Markets. Their new letters, dated September 30, 2019, list foreign websites suspected of 

illegally distributing copyrighted content and attempt to lump Cloudflare in with these 

suspected infringers. An additional group largely funded by the MPA, the Digital Citizens 

Alliance (DCA), also submitted a 201 6 report with references to Cloudfiare, without any 

attempt to update or correct the information. 

My colleagues and I were frustrated to find continued misrepresentations of our business 

and efforts to malign our services. We again feel called on to clarify that Cloudflare does 

not host the referenced websites, cannot block websites, and is not in the business of 

I See Mike Masnick at TechDirt blog, "MPAA Front Group, Pretending To Represent Consumer Interests, Slams 
CloudFlare For Not Censoring The Internet' (July 25, 2016), available at 
https://www.techdirt.com/blogPcompany=digital+citizens+alliance.  



hiding companies that host illegal content--all facts well known to the industry groups 

based on our ongoing work with them. 

Cloudflare provides a service on the cutting edge of technological and business innovation 

in support of our goal of "building a better Internet" by providing millions of websites with 

the tools to make them work faster, more efficiently, and more securely. To do this, 

Cloudflare operates a network of roughly 194 data centers in more than 90 countries, 

functioning as what is called a "reverse proxy." This reverse proxy sits between the 

websites that use our service and the public Internet in order to protect the websites from 

malicious attacks. 

In order to protect websites on our service, Cloudflare directs Internet inquiries directly to 

cached versions of websites at our data centers rather than the servers hosting the web 

content. That architecture protects websites that would otherwise be under threat of 

direct cyber attack and threats like Distributed Denial of Service (DDOS) attacks. Making 

information publicly available about the exact location of the website host would permit 

circumvention of our protections and allow sites to be attacked directly. There are a 

number of Content Delivery Networks (CDNs) and Virtual Private Networks (VPNs) that do 

the same thing by routing internet queries to locations other than the origin host. 

As noted by USTR, the theme for this year's Notorious Markets report is "Malware and 

Online Piracy." The posting specifically requests estimates of the economic harm caused 

by malware, for good reason. Reports by CSIS and McAfee and the World Economic 

Forum conclude, respectively, that cyberattacks cost global businesses more than $600 

billion in 20172  and are the fifth most likely risk for North American commerce.' 

Cloudflare's services specifically help address these risks. Our system uses the collective 

intelligence from all the properties on our network to support and immediately update 

our web application firewall, which can block malware at the edge and prevent it from 

reaching a site's origin server. This protects the many content creators who use our 

services for their websites as well as the users of their websites, from malware. Cloudflare 

also provides Distributed Denial of Service (DIDOS) protection, which has become an 

increasingly important defense in light of recent cyber attacks. Having a wide variety of 

users permits Cloudflare to see cyber threats from around the world, and improves the 

security of the entire Internet. In the second quarter of 2019, Cloudflare blocked an 

average of 44 billion cyber threats each day. 

Cloudflare believes these Internet security benefits should be widely accessible. From our 

perspective, the Internet should be as secure and efficient for small businesses and 

2  https://www.mcafee.com/enterprise/en-gb/solutions/lp/economics-cybercrime.html  
http://www3.weforum.org/docs/WEF  Global Risks Report 2019.pdf 



individuals as for large enterprises with significant resources. To accomplish this goal, 
Cloudflare strives to make Internet security and performance services accessible to a 
range of different types of entities. Although many of those who use our services pay 
nothing for those services, Cloudflare improves the Internet experience for their users 
and makes them less vulnerable to exactly the types of cyber attack that cause such 
significant economic harm. 

Based on the success of our services, Cloudflare -- which launched in 2010 -- and was 
listed on the New York Stock Exchange last month -- now provides web optimization and 
security services to more than twenty million Internet properties worldwide. Cloudflare 
has been recognized with multiple Tech Innovation Awards from the Wall Street Journal, 
and was named part of both CNBC's Disruptor 50 and Forbes Cloud 100. Our services 
benefit our customers--and the billions of people who use their websites--to make the 
entire Internet more secure. 

My colleagues and 1 at Cloudflare were disappointed to see that RIAA, MPA, and AAP 
included criticisms of Cloudflare and similar companies that provide Internet security and 
Content Distribution Network services in their public comments, particularly in light of 
their recognition of the threat that malware presents to the Internet. Their primary 
criticism appears to be that reverse proxies shield the location of a server for 
cybersecurity purposes, even though Cloudflare takes steps to make sure that those who 
identify potential abuse have a way to report it to those with the power to remove the 
content from the web—the hosting providers who host the website content and the 
website administrator. To enable those entities to take action on the allegedly infringing 
content, Cloudflare provides them the original abuse complaint. For complainants like the 
RIM that have concerns about a website owner being provided notice that they have 
allegedly infringing content on their site, our abuse process also provides an option to 
pass the complaint only to the hosting provider. This can be done in the "Who Should be 
Notified" section of the automated abuse form available at 
www.cloudIfare.com/abuse/form.  

While we appreciate RIAA's acknowledgment that we do indeed provide them with the 
information they request to pursue their claims, they neglected to mention that they are a 
part of a "trusted reporter program designed specifically to help rights holders track 
down the hosting companies who actually have the ability to close down infringing 
websites. We have no desire to impede this process, and as such we work to ensure that 
we respond to complaints within 24 hours. We do recognize that bad actors can move 
addresses or hosting providers, and while we cannot stop all bad actors online, we will 
continue to work with RIAA, MPA and others to improve our processes to provide them 
with the information they need to pursue this kind of abuse as expeditiously as possible. 



Cloudflare has taken significant steps to understand and facilitate the efforts by these 

organizations to pursue their complaints. Their submissions to the Notorious Markets 

process seem intended to pressure Cloudflare to take over efforts to identify and close 

down infringing websites for them, but that is something that we are not obligated to do 

and something impossible for us to do without re-allocating considerable resources away 

from our primary goals of helping secure the Internet, protect users from the harm of 

malware and other cyber attacks, and ensure that the Internet works more efficiently. 

We were also disappointed in DCA's decision to submit its 2016 report to USTR, despite 

the report being both out of date and inaccurate. A basic WHOIS search shows that the 

two domains referenced in the report do not currently use Cloudflare's service. When DCA 

issued the report in 2016, Cloudflare contacted DCA by email in order to obtain additional 

information that would allow us to protect Internet users from the malware DCA claimed 

to have identified. Despite our repeated attempts to get additional information by either 

phone or email, DCA cancelled at least three scheduled calls and declined to provide any 

specific information that would have allowed us to verify the existence of the malware 

and protect users from malicious activity online. Cloudflare received no complaints about 

malware or phishing on the sites in question, other than the references in DCA's report. 

We trust that USTR will agree with Cloudflare that complaints implying that Cloudflare is 

aiding illegal activities have no place whatsoever in USTR's Notorious Markets inquiry. 

Encouraging the removal of cybersecurity services that can protect against malware 

would seem to distract from and dilute the message about the econornic harm caused by 

malware and other cyberattacks. If it is helpful, Cloudflare would be happy to provide any 

additional information, respond to any specific questions, or make ourselves available for 

a meeting to discuss any of the docket and related issues further. 

Sincerely, 

Doug Kramer 

General Counsel 
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