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To: The owners and/or operators of the website known as “DNJ.TO”

The Police Intellectual Property Crime Unit is hosted by the City of London Police and
is a dedicated police unit set up to help prevent, deter and disrupt criminal activity
relating to Intellectual Property.
One particular area of concern for PIPCU relates to websites involved in online
copyright infringement. Such infringement causes significant harm to the UK’s
creative economy – including the music, film, TV, gaming and publishing industries –
and can be a criminal offence. We are therefore currently working on an initiative
with Government and industry bodies to help prevent, deter and disrupt the criminal
activity linked to websites involved in online copyright infringement.
In that regard, we have reasonable grounds to believe that through your ownership
and/or operation of the website known as DNJ.TO, you are involved in online
copyright infringement either directly or indirectly and may be liable to prosecution
under UK law for the following offences:
•
•
•
•

Conspiracy to Defraud
Offences under the Fraud Act 2006
Copyright, Design & Patents Act 1988
Serious Crime Act 2007

Should a conviction be brought for the above offences, UK courts may impose
sentences of imprisonment and/or fines.
PIPCU has criminal and civil powers in UK law to seize money, belongings and any
property in connection with these offences.
All the domains are associated to IP addresses hosting content or are involved in the
directing or distributing of traffic to content stored elsewhere. Please see the below
ruling relating to Link Aggregator Sites which confirms them to be illegal where it can
be shown they are created for the purpose of generating revenue;

http://curia.europa.eu/jcms/upload/docs/application/pdf/2016-09/cp160092en.pdf
DNJ.TO is a website that actively provides UK internet users with links to media which
gives access to unlicensed copyrighted content without the permission of the
copyright holders.
By reference to the advertising on DNJ.TO, the copyrighted content is being made
available in the course of a business model funded by revenue generated through
the placing of advertisements on the site.

NOT PROTECTIVELY MARKED

NOT PROTECTIVELY MARKED
PIPCU monitors ad traffic using a third party vendor Pathmatics to evidence the
revenue generated by websites through advertisements.

We have grounds to believe that as owners and/or operators of the website, you are
committing offences under s.107 (2A) of the Copyright, Designs & Patents Act 1988
(“CDPA”), which provides that:
“A person who infringes copyright in a work by communicating the work to
the public—
(a) in the course of a business, or
(b) otherwise than in the course of a business to such an extent as to affect
prejudicially the owner of the copyright,
commits an offence if he knows or has reason to believe that, by doing so, he
is infringing copyright in that work.”
“Communication to the public” is defined by s.20 of the CDPA to include:
“the making available to the public of the work by electronic transmission in
such a way that members of the public may access it from a place and at a
time individually chosen by them.”
Section 107(2A) is an indictable offence punishable by up to two years’
imprisonment.
Further, we have grounds to believe that as owners and/or operators of the website,
you are committing offences under the Serious Crime Act 2007 by doing acts
capable of encouraging and/or assisting such communication to the public (under
s.107(2A) of the CPDA); and/or encouraging and/or assisting the distribution to the
public (under s.107(1)(d)(iv) of the CDPA) of copyright content stored on and/or
uploaded to cyber lockers – intending or believing that those offences will be
encouraged or assisted.
Such activity is an indictable offence under the Serious Crime Act 2007 and is
punishable by up to ten years’ imprisonment (two years for encouraging/assisting
communication to the public; and ten years for encouraging/assisting distribution to
the public).
PIPCU has the lawful right to pursue action against you and against the DNJ.TO
website in order to prevent, detect and disrupt criminal activity.
To prevent the further commission of offences currently being caused by you and
DNJ.TO,
you
should
immediately
make
contact
by
emailing:
PIPCUantipiracy@cityoflondon.police.uk
If no contact is made before 3rd February 2017, then you and/or the DNJ.TO website
may face further police action. This may include steps to disrupt revenue made from
advertisements and/or payment services; alongside internet infrastructure disruption.
If you believe that you have taken steps to legitimise your activities and that your
website should no longer be subject to action, please use the aforementioned
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ct details to supply evidence. This should include the positive steps you have
taken to remove infringing content or links to infringing content from your site.
We would like to assist you in legitimising your website and will be happy to provide
advice in how you may be able to do this.
All of our rights are reserved.
Yours faithfully
The Police Intellectual Property Crime Unit
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