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Two Memorial City Plaza
820 Gessner, Suite 940
Houston, Texas 77024

Tel: 713.343.0478
Fax: 713.758.0146
www.hnbllc.com

Hagan Noll
Boyle, LLC

April 16, 2024
VIA FAX & EMAIL

GoDaddy.com, LLC
Compliance Department

2155 E. GoDaddy Way
Tempe, Arizona 85284

Fax: 480.624.2546
compliancemgr@godaddy.com

Re:  Notification of Claimed Copyright Infringement Pursuant to 17 U.S.C. § 512

Dear GoDaddy,

My firm represents The Football Association Premier League Limited (“Premier League™),
which owns copyrights in broadcasted Premier League football (soccer) matches, including the
right to publicly perform those copyrighted works. Premier League has determined that users of
GoDaddy’s services are infringing Premier League’s copyrighted works through the following
websites and domain names:

Access Point Backend Link | Infringed Work Ex.

live-kooora.com oora.live-kooe Newcastle United v. | 1
West Ham United

mpm24hd.com mpm24hd.com/?id=2255377 Newcastle United v. | 2
West Ham United

S5koora.live-kooora.com Newcastle United v. | 3
West Ham United

fctvlive.com match.fotviive.com{2024/03/newcastle-v-west-ham.html Newecastle United v. 4
West Ham United

koora-live.io yyallashoot. comjaltli-Cigm-gl--Banlis-baln-sports-2-hd-Oes-Af Newcastle United v. 5
West Ham United

yalla-shoot-as.com (redirects Newcastle United v. | 6

to yyallashoot.live) West Ham United

tarjetarojatvenvivo.net Bournemouth v. 7
Everton

yalla--live.net ar.yalla--live.net/pfon-time-sports-1.htmi Bournemouth v. 8
Everton

kooora4lives.io (redirects to Chelsea v. Burnley 9

koora4live.ai)

futbollibretv.me (redirects to futbollibratvhd.me/canal-58.php Chelsea v. Burnley 10

futbollibretvhd.me)

doomovie-hd.com (redirects | RRHEEEIRE T IS RE RS L) Tottenham Hotspur 11

to doomovie-hd.pro) v. Luton Town
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SRRV GRS (Gl match fetvhd.com/2024/03/2023-2024 hitm Tottenham Hotspur | 12
match.fctvhd.com) v. Luton Town
live4.kooora-gooal.com Newecastle United v. | 13
West Ham United
30.tv m Newcastle United v. | 14
West Ham United
koooralive-tv.com (redirects ut koooralive.io Newcastle United v. | 15
to kooralive-tv.io) West Ham United
dooball2you.com daoballZyou.co Newcastle United v. | 16
West Ham United
dooballx.com Newcastle United v. | 17
West Ham United
soccertv4k.com Newcastle United v. | 18
futebolgratis.net futebolgratis.net/ney & Newcastle United v. | 19
Everton
baadooball.com baadooball.com/match7id=2255652 Nottingham Forest v. | 20
Fulham
dooballfree24hr.com doobalifreazahr.com/livefootball?fixture_Id=9b917 d14-1731-4B06-82ch-615132097896 Nottingham Forestv. | 21
Fulham
herodooball.com herodooball.com/match/?id=2255652 Nottingham Forest v. | 22
Fulham
kora-live-new.com Bk kora-live-new.cam/2018/02/on-time-sports-1%20.htm| Nottingham Forest v. | 23
Fulham
kora-livee.com Bournemouth v. 24
Crystal Palace
koora--live.com rekoora.koora--live.com/2023{08/belN-Pramiume-2-wR.htm| Nottingham Forest v. | 25
Fulham
bein--match.com (redirects to tv.bein-match.pro/2021/03/1-on-time-sports-1.html| Crystal Palace v. 26
tv.bein-match.pro) Manchester City

In addition, Premier League has determined that users of GoDaddy’s services are infringing
Premier League’s copyrighted works through the following domain names that are used as part of
the SVI Cloud and EVPad streaming services:

IPTV Service Domain Names Infringed Work Ex.
SVI Cloud broker.6868a.cc Tottenham v. Brighton 27
6868b.cc & Hove Albion
vpic.6868c.cc
playback.f666666.xyz
EVPad appindex.google10sv.com Wolverhampton Wolves | 28
v10js.google144.com v. Brentford
sx.dl1717.com
dlt.6868nbtc.com

findpic.00005555.cc
tm1.hdtvvip.com
cdn_pic.0168861.com
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GoDaddy is asked to remove or disable access to Premier League’s copyrighted works,
which, based on the infringement that has occurred to date through the websites and domain names
identified above, will continue to be infringed in this same manner throughout the Premier League
season. In addition, enclosed is a subpoena pursuant to 17 U.S.C. § 512(h) that instructs GoDaddy
to provide Premier League with information sufficient to identify the alleged infringers that are
associated with these websites and domain names, including those contained in the backend links.

We are providing this notice based on our good faith belief that the use of Premier League’s
matches in the manner occurring through the websites and domain names identified above is not
authorized by Premier League, its agents, or the law. The information in this notification is accurate
and, under penalty of perjury, we are authorized to act on behalf of Premier League, which owns
exclusive rights under copyright that are being infringed in the manner described herein. This letter
is without prejudice to the rights and remedies of Premier League, including to recover damages
and any other claims for relief, all of which are expressly reserved.

Sincerely,

HAGAN NOLL & BOYLE, LLC

g

Timothy M. Frank
timothy.frank@hnbllc.com

Enclosures:
Exhibits 1-28
§ 512(h) Subpoena
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% KoraLive | koora live | Today X +

2% bkoora.live-kooora.com £ Incognito

Kora Live

Today's most important matches

Let's shoot  FIFA World Cup Qatar 2022  Transfer market news  Today's matches Kora Live

% Atlanta G Naples
o

Now underway

Italian Leauge unknown Unlisted

0-0
‘West Ham Newcastle
Now underway

English Premicr League unknown Unlisted

PM 1:00
Pietro Atletico Mazembe

African Champions League unknown Unlisted

PM 1:00
Seville Getafe

LaLiga unknown Unlisted

PM 2:30

0 5 Mainz Leipzig . @ ;;\
i
Haven't started yet

German Premier League unknown Unlisted

. v EM2:30
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MPM24HD.COM

23 mpm24hd.com/?id=22556377 S | £ Incognito

NN HD Apply for membership

England - Premier League : Newcastle United vs West Ham United

LTI - dﬂ"l-ﬂ ‘w

CASTeRE

England - Premier League

19:30 Newcastle United Watch live

LIVE West Ham United football
Nottingham Forest Watch live

22:00
Crystal Palace football Exhibit 2, Page 6
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MPM24HD.COM

£ mpm24hd.com & £ Incognito

M YHD) Apply for membership

England - Premier League
19:30 Newcastle United Watch live
LIVE West Ham United football
Nottingham Forest Watch live
22:00
Crystal Palace football
Chelsea Watch live
Burnley football

AFC Bournemouth Watch live

Everton football

Tottenham Hotspur Watch live
22:00

Luton Town football

Sheffield United Watch live

Fulham football

Aston Villa Watch live

00:30
Wolverhampton Wanderers football

Brentford Watch live
03:00 :

Manchester United football
Spain - La Liga
20:00  Getafe Watch live
LIVE Seville football

Almeria Watch live
Osasuna football

Exhibit

encia



Case 2:24-mc-00052 Document 1-1 Filed 04/16/24 Page 8 of 66 Page ID #:10

Koralive|kooralive|Today x  +

2% Skoora.live-kooora.com £ Incognito

Kora Live
Let's shoot FIFA World Cup Qatar 2022 Transfer market news Today's matches Kora Live

rtant matches

0-0
Atlanta Naples

Italian Leauge unknown Unlisted

0-0
West Ham Newcastle b )y

English Premier League unknown Unlisted

@

0-0

Pietro Atletico Mazembe

African Champions League unknown Unlisted.

by

0-0 tr
Seville Getafe :‘Iﬁ
Now underway 15’

LaLiga unknown Unlisted

PM 2:30 -
Mainz Leipzig @-

Haven't started yet

German Premier League unknown Unlisted

PM 2:30 B
Hoffenheim Bayer Leverkusen @}
Haven't started yet Ueighen)

German Premier League unknown Unlisted
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Open demo account
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Trade the Reddit IPO with zero commission
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% NewcastleVWestHam € x +

2% match.fetvlive.com/2024/03/newcastle-v

5 [0 & Incognito

Il be updated as soon as poss!

EXHIBIT4; Page 10
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® ®® i FCTVLIVE.COM|FOO)

€ = C 25 match.fctvlive.com [ & Incognito

FCTVLIVE Rp—
FCTVLIVE FOOTBALL LIVE STREAM ' y |

FCTVLIVE.COM

FCTVLIVE - Today's matches

0-0
Newcastle - West Ham @

% 7 - =

Tottenham Luton [

o)

T 7 - =

2 3:00 PM @;ﬁ%

3:00 PM
Bournemouth Everton

b4 7 - =)
3:00 PM
; Join the Ad-block League
Sheffield United Fulham Immerse in an Ad-less experience
l }’ =2 3 Surf Ad-Free Now
Take control of your web journey
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Kora Live

Today's most important matches

kooralive Let's shoot European football news News Sports  Today's matches  Kora Live

= 0-0
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Italian Leauge unknown Unlisted

0-0
West Ham Neweastle
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English Premicr League unknown Unlisted
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0-0
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0-0 3
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]

LaLiga unknown Unlisted

PM 2:30 =
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German Premicr League unknown Unlisted
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2 futboltvenvivo.net/2024/30/inglaterra-premier-league-bournemouth-vs-everton.php

& Incognita

Bournemouth 10:00

Everton
30 Mar 2024

Bournemouth vs Everton en vivo online, en directo y predicciones y Head to Head

Upto£s,000
credit limit

Ocean Credit Card ®

Credit Limit up to
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e [ e e A
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Red Card TV | Live soccer - x ) Bournemouth vs Everton -

tarjetarojatvenvivo.net E QR 4 [ & Incognito

larjetarojatvenvivo

RedcardTVenvivo your free online sports source in HD

TV IN BROADCAST » Match List

Valenciennes v$ Saint-Etienne
France Ligue 2 14:00

o

w GG

TUDN Vi o

Sheffield United vs Fulham
England Premier League 15:00

Huachipato vs. Cathelic University te
Chile First Division 15:00 Exhibit 7, Page 17

C 4 Rugby France Top 14 14:00
o Bayer Leverkusen vs Hoffenheim
En W B Germany Bundestea 1430
EXTRA 1
o Borussia M'gladbach vs Freiburg
Germany Bundesliga 14:30
TEOX) FOXNB (FOX) j i
\g% \;E%}B \Fox} o Eintracht Frankfurt vs Union Berlin
= Germany Bundesiiga 14:30
RB Leipzig vs Mainz
o H o s
DIRECTV  IIRECTV  DIRECTV Germany Bundesliga 14:30
SPORTS SPORTs2 SPORTS+ D Werder Bremen vs Wolfsburg
Germany Bundesliga 14:30
& Chelsea vs Burnley
i [@IGOLTV | IGOLPERY G I England Premier League 15:00
o I Tottenham vs Luton
England Premier LeagUe 15:00
&;INT ESEis [ 3 otioe]
W SPORTS [ b | ™ | Latioe o + Bournemouth vs Everton
England Premier League 15:00
o Nottingham Forest vs Crystal Palace
I England Premier League 15:00
o
©




Case 2:24-mc-00052 Document 1-1 Filed 04/16/24 Page 18 of 66 Page ID #:20

o0 g Yallalive | Today's mostimp: X g

(67 23 ar.yalla--live.net

& Incognito

Move In
This Year

Berkeley

y Hoffenheim

Bundesliga 1’

Burnley

Premier League ,L

1@; Everton

Premier League ,L

%{ Crystal Palace
L2

Pramier League L’

s“‘".»;"z
e Luton Town
o WE

3
ety
Drgg o

Premier League 'Y

olll ayla

underway

unknown

ol ayla

underway

unknown &

alll agyla

underway

unknown

alll dyls

underway

unknown &

alll ayla

underway

unknown &

‘m'
Bayer Leverkusen '
&

Unlisted &

Chelsea

Unlisted &

Bournemouth ‘ 5
9 i=Move In

ThisYear

Unlisted &
e
Nottingham
==
FUREST
Unlisted &
Tottenham 2
Unlisted &8

Exhibit 8, Page 18
Fe Matr




Case 2:24-mc-00052 Document 1-1 Filed 04/16/24 Page 19 of 66 Page ID #:21

Heaw @b gl 85 sale & ok

25 ar.yalla--live.net, me-sports-1.html D = [ £ Incognito
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£12,000.00

BUY NOW
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BUY NOW
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"=’ Koara 4 Live - kaoradliveis | X 4+
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23 koooradlive.ai

privacy policy The mostimportant upcoming matches Koura News Main l.ﬂ._!.l'.' " 01.9995
kooorallive.tv

Kaora 4 Live website - koooradlive - Koora for Live - koora live 4 to broadcast the most important matches of the day online

Today’s matches Yesterday's matches
Today's matches

0-0
Burnley Chelsea
Now updi vy
English Premier League unknown unknown
S 0-0
a‘s Luton Town Tottenham Hotspur
g5 Mow updit vy
English Premier League unknown unknown

= PM7:30
N\ Real Mallorca Valencia
Y It hasn't started yet

La Liga unknown unknown
HwErTUS
PM 7:00
Juventus Lazio 1
It hasn't started yet =4
[talian Leauge unknown unknown
PM 7:30
Borussia Dortmund Bayern Munich
09 It hasn't started yet

Exhibit 9, Page 20
Bundesliga unknown unknown




Case 2:24-mc-00052 Document 1-1 Filed 04/16/24 Page 21 of 66 Page ID #:23

D g b el Bilas paskls ) X +

25 ulkoooralive.iofmatch/18 . S5 [ & incognito

Lhnstian Mingle signup >

Exhibit 9, Page 21




Case 2:24-mc-00052 Document 1-1 Filed 04/16/24 Page 22 of 66 Page ID #:24

@ ®® (O FitbolLibre TV -Watchfool X (¥ PirloTV Online: Canal-57
€. c 25 futbollibretvhd. me > W [0 & Incognito

Bundesliga: Eintracht Frankfurt vs Union Berlin Live

E Bundesliga: RB Leipzig vs Mainz Live

E Bundesliga: RB Leipzig vs Mainz Live

E Bundesliga: Werder Bremen vs Wolfsburg Live

Bundesliga: Werder Bremen vs Wolfsburg Live

Tennis: ATP United States Live

B vennis: ATP United States Live

Premier League; Bournemouth vs Everton Live

Premier League: Bournemouth vs Everton Live

Premier League; Bournemouth vs Everton Live

. Premier League: Chelsea vs Bumley Live

Premier League; Chelsea vs Bumnley Live

Premier League: Chelsea vs Burnley Live
Premier League; Nottingham Forest vs Crystal Palace Live

. Premier League: Nottingham Forest vs Crystal Palace Live
Premier League: Nottingham Forest vs Crystal Palace Live
Premier League: Sheffield Utd vs Fulham Live
Bl premier League; Sheffield Utd vs Fulham Live
Premier League: Sheffield Utd vs Fulham Live
Premier League: Tottenham vs Luton Live
Premier League: Tottenham vs Luton Live
. Premier League: Tottenham vs Luton Live
u Chile League 1: Huachipato vs U. Cat@lica Live
m Chile League 1: Huachipato vs U. Cat@lica Live
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FUTBOL LIBRE EN VIVO

it Inicio  :: Programacion :: TVENVIVO » i Red de Interes»
PirloTV: Canal 58

CLICK UNMUTE STREAM

*Futbol online no aloja ninguno de los videos de transmision en vivo que se
reproducen en este sitio. Todos los videos se alojan en sitios de transmisién
externos como reddit y buffstreamz que estan disponibles gratuitamente en linea.
Para las quejas de dmca, pongase en contacto con el proveedor de alojamiento de
videos o el cartel de los medios.

Rojadirecta | © 2015 Disefio por Rojadirecta HD. Sigue todas las transmisiones de partidos de tus equipos aquil
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296.. 38.202652 192.168.2.13 208.95.112.1 HTTP 380 GET /json HTTP/1.1

304.. 1.428507 192.168.2.13 113.108.105.57 HTTP 365 POST /acs HTTP/1.1

789.. 53.907288 192.168.2.13 208.95.112.1 HTTP 381 GET /json HTTP/1.1

295.. 37.372183 208.95.112.1 192.168.2.13 HTTP/... 545 HTTP/1.1 200 OK , JSON (application/json)

297.. 38.465223 208.95.112.1 192.168.2.13 HTTP/... 545 HTTP/1.1 200 OK , JSON (application/json)

789.. 54.152517 208.95.112.1 192.168.2.13 HTTP/... 545 HTTP/1.1 200 OK , JSON (application/json)

356.. 18.662120 113.108.105.57 192.168.2.13 HTTP/... 734 HTTP/1.1 200 OK

Frame 35659: 95 bytes on wire (760 bits), 95 bytes captured (760 bits) on interface enl®, 0000 a2 78 17 29 8b 64 ec f7 2b fa ec a7 86 dd 60 @9 x)-d- - + i

Ethernet II, Src: HdDigitalTec_fa:ec:a7 (ec:f7:2b:fa:ec:a7), Dst: a2:78:17:29:8b:64 (a2:] 381?\ :Z :Z :g gg é: ;2 :: gg gg gg gg gg gg gg :; '7’3 'Eo)o@ 7x

Internet Protocol Version 6, Src: fe8@::37b3:c676:4f09:6f7e, Dst: fe80::a078:17ff:fe29:8l 17 ff fe 29 8b 64 c6 17 00 35 00 29 19 bb 99 47 )-d 5.) G

User Datagram Protocol, Src Port: 50711, Dst Port: 53 01 00 20 21 00 00 00 @2 00 00 06 62 72 6f 6b 65 broke

Domain Name System (query) 72 @5 36 38 36 38 61 02 63 63 00 00 01 00 01 r-6868a- cc
(O 7 Yoghurt 1.pcapng Packets: 79186 - Displayed: 79186 (100.0%) Profile: Default |

Exhibit 27, Page 57



Case 2:24-mc-00052 Document 1-1 Filed 04/16/24 Page 58 of 66 Page ID #:60

oo e M Yoghurt 1.pcapng
= —
A m g = @ & § Tf
(] £3-]+
No. Time Source Destination Protoci ~ Lengtt Info
295.. 37.156847 192.168.2.13 223.5.5.5 TLSv1.. 130 Change Cipher Spec, Application Data
295.. 37.188679 223.5.5.5 192.168.2.13 TLSv1.. 127 Application Data
295.. 37.188985 192.168.2.13 172.67.70.93 TLSvl.. 583 Client Hello (SNI=productapi.6BB8b.cc)
295.. 37.189259 192.168.2.13 223.5.5.5 TLSV1.. 282 Application Data, Application Data, Application Data, Application Data
295.. 37.197704 172.67.70.93 192.168.2.13 TLSvl.. 1514 Server Hello, Change Cipher Spec
295.. 37.197742 172.67.70.93 192.168.2.13 TLSv1.. 79 Application Data
295.. 37.221028 192.168.2.13 172.67.70.93 TLSv1.. 130 Change Cipher Spec, Application Data —_—
295.. 37.221278 223.5.5.5 192.168.2.13 TLSv1.. 101 Application Data
295.. 37.221296 223.5.5.5 192.168.2.13 TLSv1.. 97 Application Data I
295.. 37.221303 223.5.5.5 192.168.2.13 TLSv1.. 329 Application Data
295.. 37.221309 223.5.5.5 192.168.2.13 TLSv1.. 639 Application Data
295.. 37.221936 192.168.2.13 223.5.5.5 TLSv1.. 97 Application Data
295.. 37.269915 192.168.2.13 172.67.70.93 TLSv1.. 531 Application Data
295.. 37.613465 192.168.2.13 172.67.70.93 TLSv1.. 583 Client Hello (SNI=productapi.6868b.cc)
295.. 37.622261 172.67.70.93 192.168.2.13 TLSvl.. 1514 Server Hello, Change Cipher Spec
295.. 37.622303 172.67.70.93 192.168.2.13 TLSv1.. 78 Application Data
295.. 37.640746 192.168.2.13 172.67.70.93 TLSv1.. 130 Change Cipher Spec, Application Data
295.. 37.688837 192.168.2.13 172.67.70.93 TLSv1.. 497 Application Data
295.. 37.745514 192.168.2.13 223.6.6.6 TLSv1- 317 Client Hello
295.. 37.776819 223.6.6.6 192.168.2.13 TLSvl.. 1514 Server Hello, Change Cipher Spec, Application Data
295.. 37.778496 223.6.6.6 192.168.2.13 TLSvl.. 1359 Application Data, Application Data, Application Data, Application Data
295.. 37.788309 192.168.2.13 223.6.6.6 TLSV1.. 130 Change Cipher Spec, Application Data
295.. 37.819791 223.6.6.6 192.168.2.13 TLSv1.. 127 Application Data
296.. 37.820428 192.168.2.13 223.6.6.6 TLSv1.. 184 Application Data, Application Data, Application Data
Frame 79064: 583 bytes on wire (4664 bits), 583 bytes captured (4664 bits) on interface ¢ 0000 a2 78 17 29 8b 64 ec f7 2b fa ec a7 08 00 45 00 x-)d-- + E
Ethernet II, Src: HdDigitalTec_fa:ec:a7 (ec:f7:2b:fa:ec:a7), Dst: a2:78:17:29:8b:64 (a2:7 9010 02 39 19 11 40 00 40 06 39 91 c@ a8 02 od ac fd 9--@@e 9
Internet Protocol Version 4, Src: 192.168.2.13, Dst: 172.253.118.106 B Pl bositbse Mo nnow B2l
Transmission Control Protocol, Src Port: 41406, Dst Port: 443, Seq: 1, Ack: 1, Len: 517 0040 be c4 16 03 01 02 20 @1 00 01 fc 03 03 80 56 10 o v v
Source Port: 41406 0050 4a 7a 72 5e d@ 39 61 @a 58 20 17 Oc @6 9b 3b 5c Jzr*9a- X HA
Destination Port: 443 0060 69 89 b7 60 12 6a 73 64 f1 68 00 e3 a9 20 5f 61 i ' -jsd ‘h _a
[Stream index: 106] 0070 ec 1f db c@ ab 03 8a ab d2 36 8e c9 8c fb b3 84 6 - N
[Conversation completeness: Incomplete, DATA (15)] :)&L;;g ;3; :: ;;; ;g I; 3; 2: g: :g gi iz :g gg gg gg g; { ]f , B /0
[TCP Segment Len: 517] 0020 cc a8 c@ 09 c@ 0a c@ 13 0O 14 00 9c 00 9d 00 2f /
Sequence Number: 1 (relative sequence number) 20b0 00 35 01 00 01 91 @0 00 00 13 @0 11 00 @0 @e 77 5 w
Sequence Number (raw): 2922407150 00co 77 77 2e 67 6f 6f 67 6c 65 2e 63 6f 6d 00 17 00 ww.googl e.com
[Next Sequence Number: 518 (relative sequence number)] gg“g gg I; g; :g :; gg gg g: g: gg gg gg gg ig gg ;Z . *
X e o
Acknowledgment Number: 1.  :(relative ack nuaber) 0070 ©0 09 08 68 74 74 70 2f 31 2e 31 @0 05 00 05 01 http/ 1.1
mD 27551463
O 7 Yoghurt 1.pcapng Packets: 79186 - Displayed: 79186 (100.0%) Profile: Default
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[ NoN J M Yoghurt 1.pcapng
a B p= H 3 I 5 O — i
A m 2 ‘B R ReEe==F I35 @ q q It
A -]+
No. Time Source Destination Protoci ~ Lengtl Info
L ot (Y e Bikakoont besands Ll oA O
325.. 5.243152 104.26.15.187 192.168.2.13 TLSvl.. 1514 Application Data
325.. 5.243187 104.26.15.187 192.168.2.13 TLSvl.. 1514 Application Data
325.. 5.243225 104.26.15.187 192.168.2.13 TLSvl.. 1514 Application Data
325.. 5.243266 104.26.15.187 192.168.2.13 TLSvl.. 1514 Application Data
325.. 5.243312 104.26.15.187 192.168.2.13 TLSvl.. 1514 Application Data
325.. 5.243347 104.26.15.187 192.168.2.13 TLSvl.. 1514 Application Data
325.. 5.243372 104.26.15.187 192.168.2.13 TLSvl.. 1514 Application Data
325.. 5.243429 104.26.15.187 192.168.2.13 TLSvl.. 1514 Application Data
326.. 5.243464 104.26.15.187 192.168.2.13 TLSvl.. 1514 Application Data
326.. 5.243514 104.26.15.187 192.168.2.13 TLSvl.. 1514 Application Data
326.. 5.243558 104.26.15.187 192.168.2.13 TLSvl.. 1514 Application Data
326.. 5.243608 104.26.15.187 192.168.2.13 TLSvl.. 1514 Application Data
326.. 5.243634 104.26.15.187 192.168.2.13 TLSvl.. 1514 Application Data
326.. 5.243672 104.26.15.187 192.168.2.13 TLSvl.. 1514 Application Data
326.. 5.243685 104.26.15.187 192.168.2.13 TLSvl.. 1300 Application Data
326.. 5.260944 95.216.212.177 192.168.2.13 TLSv1.. 90 Application Data
326.. 5.310689 192.168.2.13 104.26.15.187 TLSv1.. 583 Client Hello (SNI:vpic.:‘ﬂﬁm cl
326.. 5.313892 192.168.2.13 104.26.15.187 TLSv1.. 583 Client Hello (SNI=vpic.=6868c.cc')
327.. 5.321631 104.26.15.187 192.168.2.13 TLSv1.. 284 Server Hello, Change Cipher Spec, Application Data
327.. 5.325485 104.26.15.187 192.168.2.13 TLSv1.. 284 Server Hello, Change Cipher Spec, Application Data
327.. 5.337671 192.168.2.13 104.26.15.187 TLSv1.. 130 Change Cipher Spec, Application Data
327.. 5.338782 192.168.2.13 104.26.15.187 TLSv1.. 130 Change Cipher Spec, Application Data
327.. 5.352927 192.168.2.13 104.26.15.187 TLSv1.. 583 Client Hello (SNI=vpic.6868c.cc)
327.. 5.363915 104.26.15.187 192.168.2.13 TLSvl.. 1514 Server Hello, Change Cipher Spec

Frame 79064: 583 bytes on wire (4664 bits), 583 bytes captured (4664 bits) on interface ¢ 0000 a2 78 17 29 8b 64 ec f7 2b fa ec a7 08 00 45 00 x+) -des #ess - E
Ethernet II, Src: HdDigitalTec_fa:ec:a7 (ec:f7:2b:fa:ec:a7), Dst: a2:78:17:29:8b:64 (a2:] 8812 % 29 12 11’1 :‘; gg 40 gg 22 91 Cg ;g gg gg g; Ig 9--e @0 : &
g . . 20 a al be ae ee a vj .
Interne't Protocol Version 4, Src: 192.1?8.2.13, Dst: 172:253.118.1?6 ) ) 0030 04 90 4c 99 00 00 01 01 08 0a bd b8 97 a4 11 c4 L o
Transmission Control Protocol, Src Port: 41406, Dst Port: 443, Seq: 1, Ack: 1, Len: 517 0040 be c4 16 03 01 02 20 01 00 01 fc 03 03 80 56 10 v
Source Port: 41406 0050 4a 7a 72 5e d@ 39 61 @a 58 20 17 @c 06 9b 3b 5¢ Jzr~-9a- X A
Destination Port: 443 0060 69 89 b7 60 12 6a 73 64 f1 68 00 e3 a9 20 5f 61 i--*-jsd ‘h _a
[Stream index: 1061 0070 ec 1f db c@ ab @3 8a ab d2 36 8e c9 8c fb b3 84 6
: = 0080 81 8e 8f 7b fa ba 5d 24 a6 b3 1la 42 60 8d 00 22 {-1s B*.-"
[Conversation cnr?pleteness. Incomplete, DATA (15)] 2090 13 01 13 02 13 03 €@ 2b @ 2c cc ad c@ 2f co 30 H /0
[TCP Segment Len: 517] ) 0020 cc a8 c@ @9 c0 @a cO 13 cO 14 00 9c 00 9d 00 2f . /
Sequence Number: 1 (relative sequence number) 00bo @0 35 01 20 01 91 00 00 00 13 00 11 00 00 e 77 5 e w
Sequence Number (raw): 2922407150 0bce 77 77 2e 67 6f 6f 67 6c 65 2e 63 6f 6d 00 17 @@ ww.googl e.com
[Next Sequence Number: 518 (relative sequence number)] gg“s gg I; g; gg g; gg gg g; gg gg gg gg gg 1; gg ;Z o ‘ :
. : e
oofe 4 74 1 2e 1 ttp/ 1.
Acknowledgment Number: 1 (relative ack number) @0 9 08 68 74 74 70 2f 31 2e 31 00 @5 30 05 0 h 1
- Acknowiedgment numper-{raw): 2755146393
O 7 Yoghurt 1.pcapng Packets: 79186 - Displayed: 79186 (100.0%) Profile: Default
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e M Yoghurt 1.pcapng
= e > i A = = = i
A m g RE Re=>2=F I @ 6 @ i
L] =9+
No. Time Source Destination Protoci ~ Lengtt Info
304.. 0.9523/0 B.5.4.4 192.108.2.13 ILSV 1. 144 Appllcation vata
304.. 0.953214 192.168.2.13 8.8.4.4 TLSv1.. 105 Application Data
304.. 0.993728 192.168.2.13 172.67.75.113 TLSvl. 583 Client Hello (SNI=authtv.6868a.cc)
304.. 1.001344 172.67.75.113 192.168.2.13 TLSvl.. 1514 Server Hello, Change Cipher Spec
304.. 1.001374 172.67.75.113 192.168.2.13 TLSv1l.. 1491 Application Data
304.. 1.034837 192.168.2.13 172.67.75.113 TLSv1.. 130 Change Cipher Spec, Application Data
304.. 1.083393 192.168.2.13 172.67.75.113 TLSv1.. 667 Application Data
305.. 1.655049 172.67.75.113 192.168.2.13 TLSvl.. 1234 Application Data, Application Data
305.. 1.655111 172.67.75.113 192.168.2.13 TLSVLS 90 Application Data
305.. 1.660483 192.168.2.13 172.67.75.113 TLSv1.. 90 Application Data
323.. 5.039037 192.168.2.13 8.8.4.4 TLSv1Z 125 Application Data
323.. 5.049015 8.8.4.4 192.168.2.13 TLSv1.. 161 Application Data
323.. 5.049034 8.8.4.4 192.168.2.13 LAV 305 Application Data
323.. 5.049039 8.8.4.4 192.168.2.13 TLSv1.. 250 Application Data
323.. 5.049044 8.8.4.4 192.168.2.13 TLSv1.. 105 Application Data
323.. 5.054330 192.168.2.13 8.8.4.4 TSyl 105 Application Data
323.. 5.067224 192.168.2.13 103.167.150.45 TLSv1.. 90 Application Data
323.. 5.075328 192.168.2.13 95.216.212.177 TLSv1.. 90 Application Data
323.. 5.093429 192.168.2.13 212.52.0.233 TLSv1.. 90 Application Data
323.. 5.124708 192.168.2.13 104.26.15.187 (MESYI= 583 Client Hello (SNI=vpic.6868c.cc)
323.. 5.128452 103.167.150.45 192.168.2.13 TSV 90 Application Data
324.. 5.134376 104.26.15.187 192.168.2.13 TLSvl.. 1514 Server Hello, Change Cipher Spec
324.. 5.135498 104.26.15.187 192.168.2.13 TLSv1.. 77 Application Data
324.. 5.153907 192.168.2.13 104.26.15.187 TLSv1.. 130 Change Cipher Spec, Application Data
324.. 5.185511 212.52.0.233 192.168,2.13 TLSv1.. 90 Application Data
Frame 79064: 583 bytes on wire (4664 bits), 583 bytes captured (4664 bits) on interface ¢ 0000 a2 78 17 29 8b 64 ec f7 2b fa ec a7 08 00 45 @0 x)do o+ E
Ethernet II, Src: HdDigitalTec_fa:ec:a7 (ec:f7:2b:fa:ec:a7), Dst: a2:78:17:29:8b:64 (a2: 00}9 02 39 19 11 40 00 40 06 39 91 c@ a8 @2 @d ac fd 9 @@ 9 5NN
Internet Protocol Version 4, Src: 192.168.2.13, Dst: 172.253.118.106 B T e o e e o oy e
Transmission Control Protocol, Src Port: 41406, Dst Port: 443, Seq: 1, Ack: 1, Len: 517 0040 be c4 16 03 @1 02 0@ 01 00 01 fc 03 03 80 56 10 v
Source Port: 41406 0050 4a 7a 72 5e d@ 39 61 @a 58 20 17 @c @6 9b 3b 5¢ Jzr~-9a- X i\
Destination Port: 443 0060 69 89 b7 60 12 6a 73 64 f1 68 00 e3 a9 20 5f 61 i " -jsd ‘h _a
[Stream index: 106] 0070 ec 1f db c@ ab @3 8a ab d2 36 8e c9 8c fb b3 84 §ree N
[Conversation completeness: Incomplete, DATA (15)] Eg;g g gi g; ;g I; gg zg g: :g !2):: :z :g gg g? gg g; { ]f p g /0
[TCP Segment Len: 517] 0020 cc a8 c0 @9 cO @a c@ 13 cO 14 0@ 9c 00 9d 00 2f /
Sequence Number: 1 (relative sequence number) 00b2 00 35 @1 00 01 91 00 00 00 13 00 11 00 00 @e 77 5 w
Sequence Number (raw): 2922407150 ooce 77 77 2e 67 6f 6f 67 6c 65 2e 63 6f 6d 00 17 00 ww.googl e.com
[Next Sequence Number: 518 (relative sequence number)] gg(“: gg I; g; gg gé gg 22 g; gg gg gg gg gg i: gg ;Z H
. 00e®
Acknowledgsent Nusbers 1 (relative ack nusber) 0070 00 @9 @8 68 74 74 70 2f 31 2e 31 00 05 00 05 01 http/ 1.1
2755146393
() 7 Yoghurt 1.pcapng Packets: 79186 - Displayed: 79186 (100.0%) Profile: Default
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eV e M Yoghurt 2.pcapng
Am s BN RE | C
] =9-+
No. Time Source Destination Protoci ~ Lengtt Info
177 4.470499 192.168.2.13 104.243.44.248 DAYTI... 116 DAYTIME Request
181 4.723383 104.243.44.248 192.168.2.13 DAYTI... 94 DAYTIME Response
182 4.724481 192.168.2.13 51.79.162.100 DAYTI.. 116 DAYTIME Request
187 6.726058 192.168.2.13 104.243.44.248 DAYTI... 116 DAYTIME Request
188 6.988442 104.243.44.248 192.168.2.13 DAYTI... 94 DAYTIME Response
220 7.365760 255.255.255.255 DHCP 342 DHCP Discover - Transaction ID @x67flcfa
152.. 16.234523 255.255.255.255 DHCP 342 DHCP Discover - Transaction ID @x67flcfa
976.. 85.228764 255.255.255.255 DHCP 342 DHCP Discover - Transaction ID @x67flcfb
980.. 86.444026 255.255.255.255 DHCP 342 DHCP Discover - Transaction ID @x67flcfb
983.. 89.073938 255.255.255.255 DHCP 342 DHCP Discover - Transaction ID @x67flcfb
100.. 93.921605 255.255.255.255 DHCP 342 DHCP Discover - Transaction ID @x67flcfb

102.694515 .0.0. 255.255.255.255 Discover - Transaction 0x67flcfb
0.354194 fe80::a078:17ff:fe.. DNS 97 Standard query 0x347c A tm2.mtsclound.com

51

52 0.354764 feB80::a078:17ff:fe.. DNS 97 Standard query @xc3@0b A tml.mtsclound.com
53 0.452090 fe80::37b3:c6f6:4f.. DNS 129 Standard query response @x347c A tm2.mtsclound.com A 51.79.163.38 A 104.238.220.77
54 0.459562 fe80::37b3:c6f6:4f.. DNS 129 Standard query response @xc30b A tml.mtsclound.com A 104.243.44.248 A 139.99.69.99

190.. 27.035065 fe80::a078:17ff:fe.. DNS 113 Standard query @x1e48 A firebaselogging-pa.googleapis.com
i 190.. 27.048641 fe80::37b3:c6f6:4f.. DNS 273 Standard query response @xle48 A firebaselogging-pa.googleapis.com A 142.251.175.95 A 74.125.24.95
| 216.. 35.155790 fe80::a2078:17ff: fe.. DNS 98 Standard query @x6bel A doh-sg.blahdns.com =
| 216.. 35.169095 fe80::37b3:c6f6:4f.. DNS 114 Standard query response @x6bel A doh-sg.blahdns.com A 103.167.150.45
| 292. 37.726393 fe80::a078:17ff: fe.. DNS 100 Standard query @xb9e6 AAAA playback.f666666.xyz —
| 293.. 37.746262 fe8@::37b3:c6f6:4f.. DNS 100 Standard query response @xb9e6 AAAA playback.f666666.xyz ]
| 293.. 37.752422 feB80::a078:17ff:fe.. DNS 100 Standard query @x0627 A playback.f666666.xyz ——
294.. 37.782774 fe80::a078:17ff:fe.. fe80::37b3:c6f6:4f.. DNS 116 Standard query response @x0627 A playback.f666666.xyz A 202.156.3.37 =
104.. 109.081816 192.168.2.13 208.95.112.1 HTTP 378 GET /json HTTP/1.1 i
104.. 109.338264 208.95.112.1 192.168.2.13 HTTP/... 545 HTTP/1.1 200 OK , JSON (application/json) =
Frame 101743: 342 bytes on wire (2736 bits), 342 bytes captured (2736 bits) on interface ff ff ff ff ff ff 00 e@ 4c 90 00 89 08 00 45 00 L E
Ethernet II, Src: RealtekSemic_90:00:89 (00:e@:4c:90:00:89), Dst: Broadcast (ff:ff:ff:ff 211‘ ‘:? ;g 22 gg gg ;I ;: :‘: :? gg gg gg gg ;; ;; H bca
Internet Protocol Version 4, Src: 0.0.0.0, Dst: 255.255.255.255 1c fb 00 11 00 00 20 00 @0 00 00 00 00 00 00 00
User Datagram Protocol, Src Port: 68, Dst Port: 67 00 00 20 00 00 00 00 €@ 4c 90 00 89 00 00 00 00 L

Dynamic Host Configuration Protocol (Discover) 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 G0 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 G0 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 G0 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 G0 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 G0 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 G0 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

@ 7 Yoghurt 2.pcapng Packets: 104725 - Displayed: 104725 (100.0%) Profile: Default
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Case 2:24-mc-00052 Document 1-1 Filed 04/16/24 Page 63 of 66 Page ID #:65

[ oK ) M Venus 1.pcapng
~ L b, H ——
A m 2 | RNE Re=2EF S & @ @ it
W =]+
lo. Time Source Destination Protoci v 7Lengtr Info L . .
147 6.236012 192.168.2.4 192.168.2.1 DNS 76 Standard query @0x811f A api6.ssv1@dm.com
148 6.245790 192.168.2.1 192.168.2.4 DNS 108 Standard query response 0x811f A api6.ssvl@dm.com A 172.67.162.32 A 104.21.10.20
162 6.710332 192.168.2.4 192.168.2.1 DNS 76 Standard query 0x8aae AAAA mtalk.google.com
163 6.712246 192.168.2.1 192.168.2.4 DNS 133 Standard query response 0x8aae AAAA mtalk.google.com CNAME mobile-gtalk.l.google.com AAAA 2404:68
164 6.714867 192.168.2.4 192.168.2.1 DNS 76 Standard query @xffde A mtalk.google.com
165 6.715724 192.168.2.1 192.168.2.4 DNS 121 Standard query response Oxffde A mtalk.google.com CNAME mobile-gtalk.l.google.com A 64.233.170.18
197 10.307903 192.168.2.4 192.168.2.1 DNS 83 Standard query 0x2002 AAAA appindex.googlel@sv.com
200 10.345120 192.168.2.1 192.168.2.4 DNS 139 Standard query response 0x2002 AAAA appindex.googlel@sv.com AAAA 2606:4700:3032::6815:358d AAAA 2
201 10.354547 192.168.2.4 192.168.2.1 DNS 83 Standard query 0x13eb A appindex.googlel@sv.com
202 10.368866 192.168.2.1 192.168.2.4 DNS 115 Standard query response 0x1 el@sv.com A 104.21.53.141 A 172.67.213.105
222 10.601919 192.168.2.4 192.168.2.1 DNS 79 Standard query 0x6305 AAAA v10js.googlel4dd4, com
223 10.613847 192.168.2.1 192.168.2.4 DNS 135 Standard query response 0x6305 AAAA v10js.googlel44.com AAAA 2606:4700:3030::ac43:8f72 AAAA 2606:.
225 10.615103 192.168.2.4 192.168.2.1 DNS 79 Standard query @x1583 A v10js.googlel44.com
233 10.653599 192.168.2.1 192.168.2.4 DNS 111 Standard query response 0x1583 A v1@js.googlel44.com A 104.21.27.186 A 172.67.143.114
275 15.030486 192.168.2.4 192.168.2.1 DNS 73 Standard query 0x79de AAAA sx.d11717.com
276 15.063808 192.168.2.1 192.168.2.4 DNS 133 Standard query response 0x79de AAAA sx.d11717.com SOA ult@l.dnspod.com
277 15.066440 192.168.2.4 192.168.2.1 DNS 73 Standard query 0x6f10 A sx.d11717.com
278 15.108612 192.168.2.1 192.168.2.4 DNS 153 Standard query response 0x6f10 A sx.d11717.com A 51.79.145.143 A 51.79.158.27 A 51.79.159.50 A 51
410.. 38.364887 192.168.2.4 192.168.2.1 DNS 86 Standard query 0x8664 AAAA android.clients.google.com
411.. 38.400465 192.168.2.1 192.168.2.4 DNS 160 Standard query response 0x8664 AAAA android.clients.google.com CNAME android.l.google.com SOA nsl
411.. 38.402175 192.168.2.4 192.168.2.1 DNS 86 Standard query 0x4353 A android.clients.google.com
411.. 38.409690 192.168.2.1 192.168.2.4 DNS 366 Standard query response ©0x4353 A android.clients.google.com CNAME android.l.google.com A 74.125.6
411.. 38.428877 192.168.2.4 192.168.2.1 DNS 82 Standard query 0xel70 AAAA play-fe.googleapis.com
411.. 38.480536 192.168.2.1 192.168.2.4 DNS 194 Standard query response 0xel70 AAAA play-fe.googleapis.com AAAA 2404:6800:4003:c0f::64 AAAA 2404:
ELRVE) Ao Ao W m

Frame 1: 66 bytes on wire (528 bits), 66 bytes captured (528 bits) on interface en10, id @

Ethernet II, Src: a2:78:17:29:8b:64 (a2:78:17:29:8b:64), Dst: IPv4mcast_01 (1:00:5e:00:00:01) 0010 00 34 29 bb 00 00 01 11 ed 53 c0 a8
0020 00 01 14 e7 14 6 00 20 30 94 02 80

Internet Protocol Version 4, Src: 192.168.2.1, Dst: 224.0.0.1

User Datagram Protocol, Src Port: 5351, Dst Port: 5350

Port Control Protocol, Announce Response

0000 01 00 Se 00 00 01 a2 78 17 29 8b 64

0030 00 00 00 00 00 22 00 00 00 00 00 00

0040 00 00

® 7

Venus 1.pcapng

Packets: 74043 - Displayed: 74043 (100.0%) Profile: Default
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A ver png

AdAm @@ B(RE Qe=2EF S RAAE
L] ~RE
No. Time Source Destination Protoci ~ | Lengtl Info

414.. 63.481362 192.168.2.4 192.168.2.1 DNS 73 Standard query ©0x2428 A cjdl1.01766.cc

414.. 63.488935 192.168.2.1 192.168.2.4 DNS 89 Standard query response ©0x2428 A cjdl.01766.cc A 91.195.240.12

414.. 63.541631 192.168.2.1 192.168.2.4 DNS 141 Standard query response @xcc@d AAAA router.utorrent.com SOA dns.bittorrent.com

414.. 63.543354 192.168.2.4 192.168.2.1 DNS 79 Standard query @x0e31 A router.utorrent.com

414.. 63.580310 192.168.2.1 192.168.2.4 DNS 95 Standard query response 0x@e31 A router.utorrent.com A 82.221.103.244

414.. 63.588114 192.168.2.4 192.168.2.1 DNS 79 Standard query 0x449@ AAAA router.bitcomet.com

414.. 63.633637 192.168.2.1 192.168.2.4 DNS 161 Standard query response 0x449@ No such name AAAA router.bitcomet.com SOA ns-1526.awsdns-62.org

414.. 63.635037 192.168.2.4 192.168.2.1 DNS 79 Standard query 0x463b A router.bitcomet.com

414.. 63.646792 192.168.2.1 192.168.2.4 DNS 161 Standard query response @x463b No such name A router.bitcomet.com SOA ns-1526.awsdns-62.0rg

414.. 63.663302 192.168.2.4 192.168.2.1 DNS 76 Standard query Oxaef2 AAAA 3 c

414.. 63.674728 192.168.2.1 192.168.2.4 DNS 135 Standard query response @x éanbtc.com SOA amit.ns.cloudflare.com

414.. 63.676569 192.168.2.4 192.168.2.1 DNS 76 Standard query ©x36e6 A dlt.6868nbtc.com

414.. 63.684017 192.168.2.1 192.168.2.4 DNS 124 Standard query response 0x36e6. mgg.;ggm A 178.249.208.138 A 178.249.208.164 A 84.17.56.1¢€

416.. 64.331014 192.168.2.4 192.168.2.1 DNS 79 Standard query 0xb@76 AAAA fi ) c

416.. 64.349658 192.168.2.1 192.168.2.4 DNS 141 Standard query response @xb@76 AAAA findpic.@0005555.cc SOA amit.ns.cloudflare.com

416.. 64.351142 192.168.2.4 192.168.2.1 DNS 79 Standard query 0x94d3 A findpic.@0005555.cc

416.. 64.360907 192.168.2.1 192.168.2.4 DNS 111 Standard query response 0x94d3 A findpic.@0005555.cc A 172.67.166.200 A 104.21.49.196

428.. 74.818862 192.168.2.4 192.168.2.1 DNS 80 Standard query @x9f28 AAAA android.bugly.qq.com

428.. 74.831121 192.168.2.1 192.168.2.4 DNS 184 Standard query response 0x9f28 AAAA android.bugly.qq.com CNAME ins-9fciednc.ias.tencent-cloud.net £

428.. 74.832489 192.168.2.4 192.168.2.1 DNS 80 Standard query @xcfe2 A android.bugly.qq.com

428.. 74.840460 192.168.2.1 192.168.2.4 DNS 160 Standard query response @xcfe2 A android.bugly.qg.com CNAME ins-9fciednc.ias.tencent-cloud.net A 12

437.. 97.631353 192.168.2.4 192.168.2.1 DNS 70 Standard query @x8ded AAAA ip-api.com

437.. 97.645208 192.168.2.1 192.168.2.4 DNS 114 Standard query response @x8ded AAAA ip-api.com SOA a.ip-api.com

437.. 97.652043 192.168.2.4 192.168.2.1 DNS 70 Standard query @x280c A ip-api.com

Frame 48: 79 bytes on wire (632 bits), 79 bytes captured (632 bits) on interface enl@, i¢ 0000 a2 78 17 29 8b 64 00 22 6e 37 50 db 08 @0 45 0@  :x:):d-" n7P E

Ethernet II, Src: GowellElectr_37:50:db (00:22:6e:37:50:db), Dst: a2:78:17:29:8b:64 (a2:] | %910 00 41 93 e5 40 00 40 11 21 71 c0 a8 02 04 c0 a8 -A-‘@@ !q

Internet Protocol Version 4, Src: 192.168.2.4, Dst: 192.168.2.1 | 2 oL an s D s e e e A 5 . ot

B D COERRE, t (RHRES Ty s GO ) 0040 73 76 31 30 64 6d 03 63 6f 6d 00 00 01 00 01 svi0dm ¢ om

Domain Name System (query)

. i Venus 1.pcapng

Packets: 74043 - Displayed: 74043 (100.0%)

Exhibit 28, Page 64

Profile: Default 1



Case 2:24-mc-00052 Document 1-1 Filed 04/16/24 Page 65 of 66 Page ID #:67

AV
AE 0 BIRE R @=
L] ~RE
No. Time Source Destination Protoci ~ Lengtt Info
437.. 97.685004 192.168.2.1 192.168.2.4 DNS 86 Standard query response 0x280c A ip-api.com A 208.95.112.1
438.. 97.747336 192.168.2.4 192.168.2.1 DNS 78 Standard query 0xf42f AAAA broker.00005555.cc
438.. 97.752771 192.168.2.4 192.168.2.1 DNS 84 Standard query 0x6786 A v1@live_auth.ssv1@dm.com
438.. 97.899657 192.168.2.1 192.168.2.4 DNS 116 Standard query response @x6786 A v1@live_auth.ssvl@dm.com A 104.21.10.20 A 172.67.162.32
438.. 97.900555 192.168.2.1 192.168.2.4 DNS 140 Standard query response @xf42f AAAA broker.00005555.cc SOA amit.ns.cloudflare.com
438.. 97.902748 192.168.2.4 192.168.2.1 DNS 78 Standard query @x75ae A broker.@@005555.cc
438.. 97.910728 192.168.2.1 192.168.2.4 DNS 110 Standard query response 00005555.cc A 178.249.208.141 A 178.249.208.142
438.. 98.096965 192.168.2.4 192.168.2.1 DNS 75 Standard query 0x99fc
438.. 98.104396 192.168.2.1 192.168.2.4 DNS 155 Standard query response vip.com A 178.249.208.171 A 209.222.101.41 A 178.249.208.1
542.. 105.434490 192.168.2.4 192.168.2.1 DNS 79 Standard query @xb7c3 AAAAL
547.. 106.146469 192.168.2.1 192.168.2.4 DNS 217 Standard query response @xb7c¢3 AAAA cdn_pic.0168861.com CNAME evpad_pic.@168861.com CNAME 38805-1.f
547.. 106.147689 192.168.2.4 192.168.2.1 DNS 79 Standard query @xfb7f A cdn_pic.0168861.com
547.. 106.157110 192.168.2.1 192.168.2.4 DNS 167 Standard query response @xfb7f A cdn_pic.0168861.com CNAME evpad_pic.0168861.com CNAME 38805-1.p.01
725.. 181.612262 192.168.2.4 192.168.2.1 DNS 79 Standard query 0x7407 AAAA cdn_pic.0168861.com
725.. 181.612501 192.168.2.4 192.168.2.1 DNS 79 Standard query @xelc5 AAAA cdn_pic.0168861.com
726.. 182.310206 192.168.2.1 192.168.2.4 DNS 217 Standard query response @x7407 AAAA cdn_pic.0168861.com CNAME evpad_pic.0168861.com CNAME 38805-1.f
726.. 182.310355 192.168.2.1 192.168.2.4 DNS 217 Standard query response @xelc5 AAAA cdn_pic.0168861.com CNAME evpad_pic.0168861.com CNAME 38805-1.p
726.. 182.311929 192.168.2.4 192.168.2.1 DNS 79 Standard query @xdecc A cdn_pic.0168861.com
726.. 182.312660 192.168.2.4 192.168.2.1 DNS 79 Standard query ©0x9e29 A cdn_pic.0168861.com
726.. 182.314073 192.168.2.1 192.168.2.4 DNS 167 Standard query response @xdecc A cdn_pic.0168861.com CNAME evpad_pic.@168861.com CNAME 38805-1.p.01
726.. 182.315731 192.168.2.1 192.168.2.4 DNS 167 Standard query response 0x9e29 A cdn_pic.0168861.com CNAME evpad_pic.0168861.com (NAME 38805-1.p.01
727.. 186.886788 192.168.2.4 192.168.2.1 DNS 78 Standard query @x9a66 A broker.@@005555.cc
727.. 186.888641 192.168.2.1 192.168.2.4 DNS 110 Standard query response @x9a66 A broker.@0005555.cc A 178.249.208.141 A 178.249.208.142
727.. 187.605542 192.168.2.4 192.168.2.1 DNS 78 Standard query ©0x7a54 A broker.@0005555.cc

Frame 48: 79 bytes on wire (632 bits), 79 bytes captured (632 bits) on interface enl@, i¢ 0000 a2 78 17 29 8b 64 00 22 6e 37 50 db 08 00 45 @@ :x:):d " n7P - ‘E
Ethernet II, Src: GowellElectr_37:50:db (0@:22:6e:37:50:db), Dst: a2:78:17:29:8b:64 (a2:: 0@30 00 41 93 e5 40 00 40 11 21 71 c@ a8 02 04 c@ a8 A@e !q
Internet Protocol Version 4, Src: 192.168.2.4, Dst: 192.168.2.1 0920 02 01 aa c5 99 35 80 2d 26 56 b9 17 @1 00 60 01 5=

0P30 00 00 00 00 00 00 @7 71 75 61 72 74 7a 36 07 73 q uartzé s
User Datagram Protocol, Src Port: 43717, Dst Port: 53 0040 73 76 31 30 64 6d 03 63 6f 6d 00 00 01 00 01 sviedm-c om
Domain Name System (query)
. 4 Venus 1.pcapng Packets: 74043 - Displayed: 74043 (100.0%) Profile: Default
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