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(57) ABSTRACT

A method for preventing digital content misuse can include
detecting, by a client-side computing device, that the client-
side computing device is paired to a viewing device such
that, after being paired, the client-side computing device can
cause digital content received from a remote server to be
presented on a display of the viewing device; after detecting
that the client-side computing device is paired to the viewing
device, detecting, by the client-side computing device, that
the client-side computing device has been unpaired from the
viewing device; and in response to detecting that the client-
side computing device has been unpaired from the viewing
device, executing a remedial action.
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PAIRING DEVICES TO PREVENT DIGITAL
CONTENT MISUSE

CROSS-REFERENCE TO RELATED
APPLICATIONS

[0001] The present application is a continuation of U.S.
application Ser. No. 15/344,278, filed Nov. 4, 2016, which
claims the benefit of priority of U.S. Provisional Application
No. 62/250,945, filed on Nov. 4, 2015, each of which is
incorporated herein by reference in its entirety.

BACKGROUND

[0002] With the advent of digital data and the Internet,
digital content can now be shared quickly and easily to users
in almost any geographic location. For example, digital
content posted publicly to websites can be accessed by any
user with a computer and internet connection. Although
sharing digital content, particularly digital content that is
intended to be accessed with no restrictions, has become
much easier, the threat of unauthorized access and/or use of
digital content that is intended to be restricted has increased.
For example, some digital content can be intended to be
accessed and/or used under specified restricted conditions,
such as confidential content, sensitive content, licensed
content, etc.

[0003] Current systems focus their security efforts on
restricting initial access to digital content, and provide little
to no security once initial access has been granted. For
example, many systems will require initial user authentica-
tion (e.g., user name, password, device recognition, etc.)
prior to providing access to digital content, but do not
monitor use of the digital content after initial access is
granted. As a result, digital content can easily be misused,
copied, shared, etc. Accordingly, improvements are needed.

BRIEF DESCRIPTION OF THE SEVERAL
VIEWS OF THE DRAWINGS

[0004] To easily identify the discussion of any particular
element or act, the most significant digit or digits in a
reference number refer to the figure number in which that
element is first introduced.

[0005] FIG. 1 shows an example digital content distribu-
tion network.
[0006] FIG. 2 shows a block diagram of a client-side

digital content delivery device configured to determine
whether digital content is being misused based on the
location of the client-side digital content delivery device.
[0007] FIG. 3 shows an example method for determining
whether digital content is being misused based on the
location of a client-side digital content delivery device.
[0008] FIG. 4 shows a block diagram of a client-side
digital content delivery device configured to determine
whether digital content is being misused based on a number
of mobile computing devices detected by the client-side
digital content delivery device.

[0009] FIG. 5 shows an example method for determining
whether digital content is being misused based on a number
of mobile computing devices detected by a client-side digital
content delivery device.

[0010] FIG. 6 shows a block diagram of a client-side
digital content delivery device configured to limit use of
digital content to an authenticated viewing device.
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[0011] FIG. 7 shows an example method for limiting use
of digital content to an authenticated viewing device.
[0012] FIG. 8 shows an example system configured to
determine whether digital content is being misused.

[0013] FIG. 9 shows an example method for determining
whether digital content is being misused.

[0014] FIG. 10 shows a block diagram of a digital content
delivery system configured to determine whether content is
being misused.

[0015] FIG. 11 shows an example method for determining
whether digital content is being misused.

[0016] FIG. 12 shows a block diagram of a digital content
delivery system configured to cluster usage signal data to
determine whether digital content is being misused.

[0017] FIG. 13 shows an example method for clustering
usage signal data to determine whether digital content is
being misused.

[0018] FIG. 14 shows an example method for clustering
usage signal data to determine whether digital content is
being misused.

[0019] FIG. 15 shows an example system configured to
issue digital credentials.

[0020] FIG. 16 shows an example method for issuing
digital credentials.

[0021] FIG. 17 shows an example method for reserving
digital credentials to a scheduled presentation of a digital
content item.

[0022] FIGS. 18A-18L show example screenshots of an
exhibitor interface.

[0023] FIG. 19 is a block diagram illustrating a represen-
tative software architecture, which may be used in conjunc-
tion with various hardware architectures herein described.
[0024] FIG. 20 is a block diagram illustrating components
of a machine, according to some example embodiments,
able to read instructions from a machine-readable medium
(e.g., a machine-readable storage medium) and perform any
one or more of the methodologies discussed herein.

[0025] FIG. 21 is a diagrammatic representation of a
content distribution network within which various example
embodiments may be implemented.

[0026] FIG. 22 is a block diagram illustrating a network-
based movie distribution system, according to some
example embodiments.

[0027] FIG. 23 is a block diagram illustrating a further
details of subscriber management and ticketing technology,
according to some example embodiments, as implemented
between a movie distribution system and exhibitors.
[0028] FIG. 24 is a schematic representation of interac-
tions between various components described with reference
to the preceding figures.

[0029] FIG. 25 illustrates a routine in accordance with one
embodiment.

[0030] FIG. 26 illustrates a routine in accordance with one
embodiment.

[0031] FIG. 27 illustrates a routine in accordance with one
embodiment.

[0032] FIG. 28 illustrates a routine in accordance with one
embodiment.

[0033] FIG. 29 illustrates a routine in accordance with one
embodiment.

[0034] FIG. 30 illustrates a routine in accordance with one
embodiment.
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[0035] FIG. 31 is a diagrammatic representation of a
content distribution network within which various example
embodiments may be implemented.

[0036] FIG. 32 is a diagrammatic representation of
another content distribution network within which various
example embodiments may be implemented.

[0037] FIG. 33 is a diagrammatic representation of yet
another content distribution network within which various
example embodiments may be implemented.

[0038] FIG. 34 is a diagrammatic representation of server-
side watermarking according to some example embodi-
ments.

[0039] FIG. 35 is a diagrammatic representation of set-
top-box watermarking according to some example embodi-
ments.

[0040] FIG. 36 is a diagrammatic representation of the
content distribution network of FIG. 31 with an example
watermarking implementation within which various
example embodiments may be implemented.

[0041] FIG. 37 is a block diagram illustrating a set-top
box, according to some example embodiments.

[0042] FIG. 38 is a diagrammatic representation of ser-
vices of a content distribution network within which various
example embodiments may be implemented.

DETAILED DESCRIPTION

Glossary

[0043] “CARRIER SIGNAL” in this context refers to any
intangible medium that is capable of storing, encoding, or
carrying instructions for execution by the machine, and
includes digital or analog communications signals or other
intangible medium to facilitate communication of such
instructions. Instructions may be transmitted or received
over the network using a transmission medium via a network
interface device and using any one of a number of well-
known transfer protocols.

[0044] “CLIENT-SIDE DIGITAL CONTENT DELIV-
ERY DEVICE” in this context refers to any machine that
interfaces to a communication network to obtain resources
from one or more server systems or other computing device.
A client-side digital content delivery device may be, but is
not limited to, a mobile phone, desktop computer, laptop,
portable digital assistants (PDAs), smart phones, tablets,
ultra books, netbooks, laptops, multi-processor systems,
microprocessor-based or programmable consumer electron-
ics, game consoles, set-top boxes, or any other communi-
cation device that a user may use to access a network.
[0045] “COMMUNICATION NETWORK” in this con-
text refers to one or more portions of a network that may be
an ad hoc network, an intranet, an extranet, a virtual private
network (VPN), a local area network (LAN), a wireless
LAN (WLAN), a wide area network (WAN), a wireless
WAN (WWAN), a metropolitan area network (MAN), the
Internet, a portion of the Internet, a portion of the Public
Switched Telephone Network (PSTN), a plain old telephone
service (POTS) network, a cellular telephone network, a
wireless network, a Wi-Fi® network, another type of net-
work, or a combination of two or more such networks. For
example, a network or a portion of a network may include
a wireless or cellular network and the coupling may be a
Code Division Multiple Access (CDMA) connection, a
Global System for Mobile communications (GSM) connec-
tion, or other type of cellular or wireless coupling. In this
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example, the coupling may implement any of a variety of
types of data transfer technology, such as Single Carrier
Radio Transmission Technology (1xRTT), Evolution-Data
Optimized (EVDO) technology, General Packet Radio Ser-
vice (GPRS) technology, Enhanced Data rates for GSM
Evolution (EDGE) technology, third Generation Partnership
Project (3GPP) including 3G, fourth generation wireless
(4G) networks, Universal Mobile Telecommunications Sys-
tem (UMTS), High Speed Packet Access (HSPA), World-
wide Interoperability for Microwave Access (WiMAX),
Long Term Evolution (LTE) standard, others defined by
various standard setting organizations, other long range
protocols, or other data transfer technology.

[0046] “DIGITAL CONTENT DELIVERY SYSTEM OR
DIGITAL CONTENT DISTRIBUTION NETWORK” in
this context refers to a system of distributed servers (e.g.
networked proxy server) that deliver digital content to a user.
[0047] “MACHINE-READABLE MEDIUM?” in this con-
text refers to a component, device or other tangible media
able to store instructions and data temporarily or perma-
nently and may include, but is not limited to, random-access
memory (RAM), read-only memory (ROM), buffer memory,
flash memory, optical media, magnetic media, cache
memory, other types of storage (e.g., Frasable Program-
mable Read-Only Memory (EEPROM)) and/or any suitable
combination thereof. The term “machine-readable medium”
should be taken to include a single medium or multiple
media (e.g., a centralized or distributed database, or asso-
ciated caches and servers) able to store instructions. The
term “machine-readable medium” shall also be taken to
include any medium, or combination of multiple media, that
is capable of storing instructions (e.g., code) for execution
by a machine, such that the instructions, when executed by
one or more processors of the machine, cause the machine
to perform any one or more of the methodologies described
herein. Accordingly, a “machine-readable medium” refers to
a single storage apparatus or device, as well as “cloud-
based” storage systems or storage networks that include
multiple storage apparatus or devices. The term “machine-
readable medium” excludes signals per se.

[0048] “MODULE” in this context refers to logic having
boundaries defined by function or subroutine calls, branch
points, application program interfaces (APIs), or other tech-
nologies that provide for the partitioning or modularization
of particular processing or control functions. Modules are
typically combined via their interfaces with other modules to
carry out a machine process. A module may be a packaged
functional hardware unit designed for use with other com-
ponents and a part of a program that usually performs a
particular function of related functions. Modules may con-
stitute either software modules (e.g., code embodied on a
machine-readable medium) or hardware modules. A “hard-
ware module” is a tangible unit capable of performing
certain operations and may be configured or arranged in a
certain physical manner.

[0049] In various example embodiments, one or more
computer systems (e.g., a standalone computer system, a
client computer system, or a server computer system) or one
or more hardware modules of a computer system (e.g., a
processor or a group of processors) may be configured by
software (e.g., an application or application portion) as a
hardware module that operates to perform certain operations
as described herein. In some embodiments, a hardware
module may be implemented mechanically, electronically,
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or any suitable combination thereof. For example, a hard-
ware module may include dedicated circuitry or logic that is
permanently configured to perform certain operations. For
example, a hardware module may be a special-purpose
processor, such as a Field-Programmable Gate Array
(FPGA) or an Application Specific Integrated Circuit
(ASIC).

[0050] A hardware module may also include program-
mable logic or circuitry that is temporarily configured by
software to perform certain operations. For example, a
hardware module may include software executed by a
general-purpose processor or other programmable proces-
sor. Once configured by such software, hardware modules
become specific machines (or specific components of a
machine) uniquely tailored to perform the configured func-
tions and are no longer general-purpose processors. It will be
appreciated that the decision to implement a hardware
module mechanically, in dedicated and permanently config-
ured circuitry, or in temporarily configured circuitry (e.g.,
configured by software) may be driven by cost and time
considerations. Accordingly, the phrase “hardware module”
(or “hardware-implemented module”) should be understood
to encompass a tangible entity, be that an entity that is
physically constructed, permanently configured (e.g., hard-
wired), or temporarily configured (e.g., programmed) to
operate in a certain manner or to perform certain operations
described herein.

[0051] Considering embodiments in which hardware mod-
ules are temporarily configured (e.g., programmed), each of
the hardware modules need not be configured or instantiated
at any one instance in time. For example, where a hardware
module comprises a general-purpose processor configured
by software to become a special-purpose processor, the
general-purpose processor may be configured as respec-
tively different special-purpose processors (e.g., comprising
different hardware modules) at different times. Software
accordingly configures a particular processor or processors,
for example, to constitute a particular hardware module at
one instance of time and to constitute a different hardware
module at a different instance of time.

[0052] Hardware modules can provide information to, and
receive information from, other hardware modules. Accord-
ingly, the described hardware modules may be regarded as
being communicatively coupled. Where multiple hardware
modules exist contemporaneously, communications may be
achieved through signal transmission (e.g., over appropriate
circuits and buses) between or among two or more of the
hardware modules. In embodiments in which multiple hard-
ware modules are configured or instantiated at different
times, communications between such hardware modules
may be achieved, for example, through the storage and
retrieval of information in memory structures to which the
multiple hardware modules have access. For example, one
hardware module may perform an operation and store the
output of that operation in a memory device to which it is
communicatively coupled. A further hardware module may
then, at a later time, access the memory device to retrieve
and process the stored output. Hardware modules may also
initiate communications with input or output devices, and
can operate on a resource (e.g., a collection of information).
[0053] The various operations of example methods
described herein may be performed, at least partially, by one
or more processors that are temporarily configured (e.g., by
software) or permanently configured to perform the relevant
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operations. Whether temporarily or permanently configured,
such processors may constitute processor-implemented
modules that operate to perform one or more operations or
functions described herein. As used herein, “processor-
implemented module” refers to a hardware module imple-
mented using one or more processors. Similarly, the meth-
ods described herein may be at least partially processor-
implemented, with a particular processor or processors
being an example of hardware. For example, at least some
of the operations of a method may be performed by one or
more processors or processor-implemented modules. More-
over, the one or more processors may also operate to support
performance of the relevant operations in a “cloud comput-
ing” environment or as a “software as a service” (SaaS). For
example, at least some of the operations may be performed
by a group of computers (as examples of machines including
processors), with these operations being accessible via a
network (e.g., the Internet) and via one or more appropriate
interfaces (e.g., an Application Program Interface (API)).
The performance of certain of the operations may be dis-
tributed among the processors, not only residing within a
single machine, but deployed across a number of machines.
In some example embodiments, the processors or processor-
implemented modules may be located in a single geographic
location (e.g., within a home environment, an office envi-
ronment, or a server farm). In other example embodiments,
the processors or processor-implemented modules may be
distributed across a number of geographic locations.

[0054] “PROCESSOR” in this context refers to any circuit
or virtual circuit (a physical circuit emulated by logic
executing on an actual processor) that manipulates data

2 <

values according to control signals (e.g., “commands”, “op
codes”, “machine code”, etc.) and which produces corre-
sponding output signals that are applied to operate a
machine. A processor may, for example, be a Central Pro-
cessing Unit (CPU), a Reduced Instruction Set Computing
(RISC) processor, a Complex Instruction Set Computing
(CISC) processor, a Graphics Processing Unit (GPU), a
Digital Signal Processor (DSP), an Application Specific
Integrated Circuit (ASIC), a Radio-Frequency Integrated
Circuit (RFIC) or any combination thereof. A processor may
further be a multi-core processor having two or more
independent processors (sometimes referred to as “cores™)
that may execute instructions contemporaneously.

DESCRIPTION

[0055] A portion of the disclosure of this patent document
contains material that is subject to copyright protection. The
copyright owner has no objection to the facsimile reproduc-
tion by anyone of the patent document or the patent disclo-
sure, as it appears in the Patent and Trademark Office patent
files or records, but otherwise reserves all copyright rights
whatsoever. The following notice applies to the software and
data as described below and in the drawings that form a part
of this document: Copyright 2015, SCREENING ROOM
MEDIA, INC., All Rights Reserved.

[0056] The description that follows includes systems,
methods, techniques, instruction sequences, and computing
machine program products that embody illustrative embodi-
ments of the disclosure. In the following description, for the
purposes of explanation, numerous specific details are set
forth in order to provide an understanding of various
embodiments of the inventive subject matter. It will be
evident, however, to those skilled in the art, that embodi-
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ments of the inventive subject matter may be practiced
without these specific details. In general, well-known
instruction instances, protocols, structures, and techniques
are not necessarily shown in detail.

Drawings

[0057] The current application discloses a number of
technologies that may be used, in example embodiments, to
address and mitigate challenges with enforcing access and/
or usage restrictions on digital content. These technologies
monitor use of digital content and suspend or terminate
access to digital content when certain behaviors are detected.
[0058] FIG. 1 shows an example digital content distribu-
tion network. It shall be appreciated that although the
various functional components of network 100 are discussed
in a singular sense, multiple instances of one or more of the
various functional components may be employed.

[0059] Network 100 includes multiple computing devices
connected to communication network 102 and configured to
communicate with each other through use of communication
network 102. A computing device can be any type of general
computing device capable of network communication with
other computing devices. For example, a computing device
can be a personal computing device such as a desktop or
workstation, a business server, or a portable computing
device, such as a laptop, smart phone, or a tablet PC. A
computing device can include some or all of the features,
components, and peripherals of machine 2000 of FIG. 20.
[0060] To facilitate communication with other computing
devices, a computing device can include a communication
interface configured to receive a communication, such as a
request, data, etc., from another computing device in net-
work communication with the computing device and pass
the communication along to an appropriate module running
on the computing device. The communication interface can
also be configured to send a communication to another
computing device in network communication with the com-
puting device.

[0061] Network 100 includes digital content delivery sys-
tem 104 and client-side digital content delivery device 106
configured to provide digital content to users, as well as to
enforce access and/or usage restrictions on the digital con-
tent. Digital content can include any type of digital content
or data, such as text files, video files, music files, etc. Digital
content can be associated with one or more intended restric-
tions on access and/or use of the digital content. For
example, digital content can include confidential data and/or
sensitive data, such as personal information (e.g., social
security number), financial information (e.g., bank records,
account numbers, etc.), medical records, confidential work
materials, etc., that are restricted for use by specified people.
Digital content can also include licensed content, such as
movie rentals, movie purchases, music rentals, etc., that can
be restricted for use by a specified person or audience,
during specified times, etc.

[0062] Restrictions can include any type of restriction
regarding accessing and/or using the digital content, such as
a specified user or specified set of users that can access
and/or use the digital content, a specified time period during
which the digital content can be accessed and/or used, a
specified geographic location where the digital content can
be accessed and/or used, restrictions on how the digital
content can be accessed and/or used, restrictions on whether
the digital content can be copied and/or shared, etc.
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[0063] Innetwork 100, digital content delivery system 104
and client-side digital content delivery device 106 can work
together to provide users with access to digital content, as
well as to enforce access and/or usage restrictions on the
digital content. For example, digital content delivery system
104 and client-side digital content delivery device 106 can
monitor one or more usage signals to ensure that digital
content is not being misused (e.g., that restrictions associ-
ated with the digital content are not being violated). In the
event that digital content is being misused, or is potentially
being misused, digital content delivery system 104 and/or
client-side digital content delivery device 106 can execute
one or more remedial actions, such as suspend or terminate
a user’s access to the digital content, gather additional data,
investigate use of the digital content, etc.

[0064] In network 100, a user can interact with digital
content delivery system 104 through client-side digital con-
tent delivery device 106 connected to communication net-
work 102 by direct and/or indirect communication. Digital
content delivery system 104 can be comprised of one or
more computing devices configured to work with client-side
digital content delivery device 106 to provide users with
digital content, as well as to enforce access and/or usage
restrictions on the digital content. Digital content delivery
system 104 can support connections from a variety of
different types of client-side digital content delivery devices
106, such as desktop computers; mobile computers; mobile
communications devices (e.g. mobile phones, smart phones,
tablets, etc.); smart televisions; set-top boxes; and/or any
other network-enabled computing devices. Client-side digi-
tal content delivery device 106 can be of varying type,
capabilities, operating systems, etc. Furthermore, digital
content delivery system 104 can concurrently accept con-
nections from and interact with multiple client-side digital
content delivery devices 106.

[0065] A user can interact with digital content delivery
system 104 via client-side application 108 installed on
client-side digital content delivery device 106. In some
embodiments, client-side application 108 can include a
digital content delivery system-specific component. For
example, the component can be a stand-alone application,
one or more application plug-ins, and/or a browser exten-
sion. Client-side application 108 can present a user interface
(UID) for the user to interact with digital content delivery
system 104. For example, the Ul can provide the user with
digital content as well as include one or more user interface
elements (e.g., buttons, text fields, etc.) to enable a user to
interact with digital content delivery system 104.

[0066] Additionally, client-side application 108 can pres-
ent a user with digital content. Client-side application 108
can utilize one or more output devices (e.g., display, speaker,
etc.) of client-side digital content delivery device 106 and/or
a secondary computing device (not shown) coupled to
client-side digital content delivery device 106 to present
digital content received from digital content delivery system
104. For example, in an embodiment in which client-side
digital content delivery device 106 is a mobile phone,
client-side application 108 can cause presentation of digital
content using a display and/or speaker of the mobile phone.
As another example, in an embodiment in which client-side
digital content delivery device 106 is a set-top box, client-
side application 108 can cause presentation of digital content
on a display of a viewing device (e.g., television, monitor,
etc.) that is connected to the set-top box.
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[0067] In some embodiments, client-side application 108
can embed digital content with a digital watermark that can
be used if the digital content has been misused. For example,
the digital watermark can be embedded with an identifier for
client-side digital content delivery device 106. Once embed-
ded in the digital content, the digital watermark will be
present in any copies made of the digital content, including
unauthorized copies. Hence, if an unauthorized copy of
digital content is found, the digital watermark embedded in
the unauthorized copy can be used to identify the source.
[0068] Digital content delivery system 104 can be config-
ured to manage digital content for multiple user accounts.
For example, digital content delivery system 104 can allow
users to store, access, rent and/or purchase digital content.
[0069] To facilitate the various services provided by digi-
tal content delivery system 104, a user can create a user
account with digital content delivery system 104. The
account information for each created user account can be
maintained in user account database 110. User account
database 110 can store profile information for each user
account, including a unique account identifier identifying
the user account, personal information, username, password,
email address, home address, credit card information, bank-
ing information, etc. User account database 110 can also
include account management information, such as data
storage locations, security settings, personal configuration
settings, device identifier for client-side digital content
delivery devices 106 that are authorized to access the user
account, etc.

[0070] A user account can be used to purchase, rent,
manage and store digital content, such as digital data,
documents, text files, audio files, video files, etc. For
example, digital content delivery system 104 can provide an
online retailer where users can purchase/rent digital content,
such as movies, shows, books, music, etc.

[0071] Upon digital content being purchased and/or rented
by a user, the user’s account can be updated to indicate that
the user has acquired a license to the purchased and/or rented
digital content. This can allow the user to access the digital
content using client-side digital content delivery devices
106. For example, a digital content identifier identifying
rented and/or purchased digital content (e.g., movie) can be
assigned to a user account in user account database 110 and
associated with the corresponding user account. The digital
content identifier can be used to identify the digital content
as well as the location of the digital content.

[0072] Further, the user’s account can be updated with
data defining restrictions associated with the digital content,
such users authorized to access or use the digital content,
geographic locations where the digital content can be
accessed, times during which the digital content can be
accessed, etc. In some embodiments, the restrictions can be
based on a license purchased by the user with respect to
digital content. For example, a user may have purchased a
limited rental of a movie that entitles the user to view the
movie a limited number of times, during a limited time
and/or with a limited number of other users.

[0073] Digital content can be stored in data storage 112.
Data storage 112 can be a storage device, multiple storage
devices, or a server. Alternatively, data storage 112 can be a
cloud storage provider or network storage accessible via one
or more communication networks. Digital content delivery
system 104 can hide the complexity and details regarding
storage of digital content from client-side digital content
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delivery device 106 such that the location of digital content
stored by digital content delivery system 104 is not known
by client-side digital content delivery device 106. Digital
content delivery system 104 can store the digital content in
a network accessible storage (SAN) device, in a redundant
array of inexpensive disks (RAID), etc. Data storage 112 can
store digital content using one or more partition types, such
as FAT, FAT32, NTFS, EXT2, EXT3, EXT4, ReiserFS,
BTRFS, and so forth.

[0074] Data storage 112 can also store metadata describing
digital content, digital content types, and the relationship of
digital content to various user accounts. The metadata can be
stored as part of the digital content or can be stored sepa-
rately. In one variation, digital content stored in data storage
112 can be assigned a system-wide unique identifier. In some
embodiments, the metadata can include restrictions associ-
ated with the digital content.

[0075] Digital content delivery system 104 can include
management module 114 configured to manage and access
each user account and the digital content assigned to the user
accounts. For example, management module 114 can be
configured to communicate with user account database 110
and data storage 112 to adjust privileges and otherwise
manage access to digital content.

[0076] Upon a user logging into their user account from
client-side digital content delivery device 106, management
module 114 can access the account information associated
with the user account to identify digital content assigned to
the user account, as well as any corresponding restrictions
placed on the digital content. Management module 114 can
enable a user to access and/or use the digital content
assigned to the user’s account. For example, management
module 114 can access the user’s account to identify digital
content identifiers assigned to the user account. Manage-
ment module 114 can use the digital content identifiers to
identify and locate the digital content assigned to the user’s
account, which can be presented according to the account
configuration data.

[0077] Management module 114 can also update the user’s
profile to update the user’s usage history. Each user’s profile
can include a usage history indicating the digital content that
the user has accessed and/or used, as well as metadata
describing each use. This can include the times at which the
user accessed and/or used the digital content, as well as any
other usage signal data, such as a number of mobile com-
puting devices present during usage, geographic location of
the user when accessing the digital content, client-side
digital content delivery device 106 used to access the digital
content, etc. Management module 114 can access a user’s
account and update the user’s usage history as the user
accesses and/or uses digital content to record each use.

[0078] As explained above, in network 100, digital content
delivery system 104 and client-side digital content delivery
device 106 can monitor one or more usage signals to ensure
that digital content is not being misused and, in the event that
digital content is potentially being misused, execute one or
more remedial actions. Usage signals can be any type of data
gathered with regard to presenting digital content. For
example, usage signals can include the user’s usage history,
frequency that a user accesses digital content, a number of
times the user has accessed a particular item of digital
content (e.g., a particular movie, document, etc.), a number
of detected users viewing the digital content, location of the
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user when accessing digital content, configuration changes
prior to or while accessing digital content, etc.

[0079] Digital content delivery system 104 and client-side
data detection device 106 can each gather and share usage
signal data to determine whether digital content is poten-
tially being misused and, in the event that digital content is
potentially being misused, execute one or more remedial
actions. For example, digital content delivery system 104
can include digital content misuse management application
116 configured to determine whether digital content is
potentially being misused and, in the event that digital
content is potentially being misused, execute one or more
remedial actions. Likewise, client-side application 108 can
be configured to determine whether digital content is poten-
tially being misused and, in the event that digital content is
potentially being misused, execute one or more remedial
actions. Specific embodiments of digital content delivery
system 104 and client-side digital content delivery device
106 determining whether digital content has been misused
are discussed in greater detail in the discussion below.
[0080] A remedial action can be one or more actions
performed with the intent of stopping misuse of digital
content. For example, a remedial action can include termi-
nating performance of digital content, suspending perfor-
mance of digital content, disabling client-side digital content
delivery device 106, gathering additional data to determine
whether a suspected misuse of digital content is in fact a
misuse of the content, etc.

[0081] A remedial action can be performed by digital
content delivery system 104 and/or client-side digital con-
tent delivery device 106. As shown, digital content delivery
system 104 includes remedial action module 118 configure
to execute remedial actions. Likewise, client-side digital
content delivery device 106 includes remedial action module
120 configured to execute remedial actions.

[0082] In some embodiments, a remedial action can
include terminating performance of digital content, which
can cause the performance of digital content being per-
formed by client-side digital content delivery device 106 to
end. For example, remedial action module 118 can cause
digital content delivery system 104 to stop transmitting (e.g.,
streaming, downloading, etc.) the digital content to client-
side digital content delivery device 106, thereby terminating
performance of the digital content. As another example,
remedial action module 118 can transmit a command to
client-side digital content delivery device 106 to stop per-
forming the digital content. As another example, remedial
action module 120 can cause client-side digital content
delivery device 106 to terminate performance of the digital
content.

[0083] In some embodiments, a remedial action can
include causing client-side digital content delivery device
106 to suspend performance of digital content. In contrast to
terminating performance of digital content, suspending per-
formance can include pausing performance of the digital
content. This can be for a specified period of time or until a
command is received to resume performance. For example,
digital content delivery system 104 can transmit a command
to client-side digital content delivery device 106 to resume
performance of the suspended digital content. This can be
the result of digital content delivery system 104 determining
that the digital content is not being misused.

[0084] In some embodiments, a remedial action can
include disabling client-side digital content delivery device

Jun. 18, 2020

106. Disabling client-side digital content delivery device
106 can cause client-side digital content delivery device 106
to be inoperable to perform any function by the user.
[0085] In some embodiments, a remedial action can
include gathering additional information to determine
whether a suspected misuse of digital content is in fact a
misuse. Remedial action module 118 and/or remedial action
module 120 can cause social media activity of one or more
users associated with client-side digital content delivery
device 106 to be scanned to gather information indicating
that the user(s) are misusing digital content. For example,
remedial action module 118 and/or remedial action module
120 can scan a user’s social media activity for postings
indicating that the user allowed unauthorized access to
digital content (e.g., hosting viewing of movies for large
audiences).

[0086] In some embodiments, a remedial action can
include simply presenting a user with a warning or message
indicating that the user is suspected of misusing digital
content. Although several examples of remedial actions are
given, these are just some examples and are not meant to be
limiting.

[0087] FIG. 2 shows a block diagram 200 of client-side
digital content delivery device 106 configured to determine
whether digital content is being misused based on the
location of client-side digital content delivery device 106. To
avoid obscuring the inventive subject matter with unneces-
sary detail, various functional components (e.g., modules)
that are not germane to conveying an understanding of the
inventive subject matter have been omitted from FIG. 2.
However, a skilled artisan will readily recognize that various
additional functional components may be supported to
facilitate additional functionality that is not specifically
described herein. Furthermore, the various functional mod-
ules depicted in FIG. 2 may reside on a single computing
device or may be distributed across several computing
devices in various arrangements such as those used in
cloud-based architectures.

[0088] In some instances, digital content may be associ-
ated with geographic based restrictions that restrict use of
the digital content to a specified geographic location and/or
within a specified geographic area. For example, digital
content such as confidential work materials may include a
geographic restriction that the confidential work materials
only be accessed within a predetermined distance of a work
office. As another example, digital content such as a movie
with a limited use license (e.g., rented movie) may include
a geographic restriction that the movie only be played within
a predetermined distance of a renting user’s house. Client-
side digital content delivery device 106 can be configured to
monitor the geographic location of client-side digital content
delivery device 106 prior to, during and/or after performance
of digital content and execute a remedial action if the
location of the client-side digital content delivery device 106
is outside of a permitted geographic area.

[0089] As shown, client-side digital content delivery
device 106 includes geographic tracking component 202,
which can determine the geographic location of client-side
digital content delivery device 106. Geographic tracking
component 202 can determine the location of client-side
digital content delivery device 106 using any known loca-
tion tracking technique or technology. For example, geo-
graphic tracking component 202 can determine the location
of client-side digital content delivery device 106 using a



US 2020/0192998 Al

Global Positioning System (GPS), control plane locating
techniques, cellular tower triangulation, real-time locating,
satellite tracking, etc.

[0090] Client-side application 108 can be configured to
gather location data from geographic tracking component
202 and use the location data to determine whether digital
content is being misused. Client-side application 108 can
include location monitoring module 204 that is configured to
communicate with geographic tracking component 202 to
periodically gather location data describing the current loca-
tion of client-side digital content delivery device 106.
[0091] Location monitoring module 204 can communicate
with geographic tracking component 202 to request the
current location of client-side digital content delivery device
106 at specified time intervals. For example, location moni-
toring module 204 can request the current location of
client-side digital content delivery device 106 every 10
seconds, 20 seconds, 1 minute, etc. Location monitoring
module 204 can request the current location of client-side
data delivery prior to, during, and/or after client-side appli-
cation 108 presents digital content.

[0092] Location monitoring module 204 can utilize the
gathered location data to determine whether the current
location of client-side digital content delivery device 106 is
within a predetermined geographic area in which client-side
digital content delivery device 106 is authorized to present
digital content. Digital content received by client-side digital
content delivery device 106 from digital content delivery
system 104 can include metadata indicating one or more
geographic areas in which client-side digital content deliv-
ery device 106 is authorized to present the digital content.
Client-side digital content delivery device 106 can store the
received metadata in data storage 206. The metadata can
include coordinate data describing the boundaries of geo-
graphic areas where client-side digital content delivery
device 106 is authorized to present the digital content.
Alternatively, the metadata can include a geographic coor-
dinate along with a radius indicating an authorized distance
from the geographic area in which client-side digital content
delivery device 106 is authorized to present the digital
content.

[0093] Location monitoring module 204 can access data
storage 206 to gather the metadata indicating one or more
geographic areas in which client-side digital content deliv-
ery device 106 is authorized to present the digital content.
Location monitoring module 204 can then use the current
location of the client-side digital content delivery device 106
and the metadata indicating one or more geographic areas in
which client-side digital content delivery device 106 is
authorized to present the digital content to determine
whether the current location of client-side digital content
delivery device 106 is within a predetermined geographic
area in which client-side digital content delivery device 106
is authorized to present digital content.

[0094] In response to determining that client-side digital
content delivery device 106 is outside of the predetermined
geographic area, client-side digital content delivery device
106 can execute a remedial action. As shown, client-side
digital content delivery device 106 can include remedial
action module 120, which can perform one or more remedial
actions. In response to determining that client-side digital
content delivery device 106 is outside of the predetermined
geographic area, location monitoring module 204 can notify
remedial action module 120. Remedial action module 120

Jun. 18, 2020

can then perform one or more remedial action, such as
suspending performance of digital content, disabling client-
side digital content delivery device 106, etc.

[0095] FIG. 3 shows an example method 300 for deter-
mining whether digital content is being misused based on
the location of a client-side digital content delivery device
(e.g., the device 106 of FIGS. 1 and 2). It should be
understood that there can be additional, fewer, or alternative
steps performed in similar or alternative orders, or in par-
allel, within the scope of the various embodiments unless
otherwise stated.

[0096] At step 302, a client-side content delivery device
receives digital content from a remote server. The remote
server can be part of a digital content delivery system (e.g.,
the digital content delivery system 104). The digital content
can be associated with one or more usage restrictions, such
as a geographic restriction that dictates one or more prede-
termined geographic areas in which the client-side digital
content delivery device is authorized to present the digital
content.

[0097] In some embodiments, the client-side content
delivery device can receive, from the remote server, data
identifying the predetermined geographic area in which the
client-side content delivery device is authorized to present
the digital content. For example, the data can be received
along with the digital content. Alternatively, the data can be
received separately from the digital content.

[0098] In some embodiments, the predetermined geo-
graphic area in which the client-side content delivery device
is authorized to present the digital content is based on a
geographic location of a dwelling associated with the client-
side content delivery device. For example, digital content
such as a movie rental can be restricted to use within a
predetermined geographic distance of the renting user’s
house.

[0099] In some embodiments, the predetermined geo-
graphic area in which the client-side content delivery device
is authorized to present the digital content is based on a
license acquired for the digital content. Digital content such
as a movie rental may be limited based on a license
purchased by the renting user. For example, a basic rental
can allow the user to present the movie within a limited
distance of the user’s house. Alternatively, a higher cost
rental may allow the user to present the movie in a larger
venue.

[0100] At step 304, the client-side digital content delivery
device determines a current location of the client-side digital
content delivery device. The client-side digital content
delivery device can determine the current location of the
client-side digital content delivery device using any known
technique and or technology. For example, in some embodi-
ments, the client-side digital content delivery device can
determine the current location of the client-side digital
content delivery device using a Global Positioning Service
(GPS). As another example, the client-side digital content
delivery device can determine the current location of the
client-side digital content delivery device using cellular
tower triangulation techniques.

[0101] At step 306, the client-side digital content delivery
device determines, based on the current location of the
client-side digital content delivery device, that the client-
side digital content delivery device is outside of a predeter-
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mined geographic area in which the client-side digital con-
tent delivery device is authorized to present the digital
content.

[0102] At step 308, the client-side digital content delivery
device executes a remedial action in response to determining
that the client-side digital content delivery device is outside
of the predetermined geographic area. For example, the
client-side digital content delivery device can terminate
performance of the digital content, disable the client-side
digital content delivery device, suspend performance of the
digital content, etc.

[0103] FIG. 4 shows a block diagram 400 of client-side
digital content delivery device 106 configured to determine
whether digital content is being misused based on a number
of mobile computing devices detected by client-side digital
content delivery device 106. To avoid obscuring the inven-
tive subject matter with unnecessary detail, various func-
tional components (e.g., modules) that are not germane to
conveying an understanding of the inventive subject matter
have been omitted from FIG. 4. However, a skilled artisan
will readily recognize that various additional functional
components may be supported to facilitate additional func-
tionality that is not specifically described herein. Further-
more, the various functional modules depicted in FIG. 4 may
reside on a single computing device or may be distributed
across several computing devices in various arrangements
such as those used in cloud-based architectures.

[0104] Insome instances, digital content can be associated
with restrictions on the number of users that may view the
digital content. For example, digital content such as personal
information can be intended for use by a limited number of
people. Accordingly, personal information may have a
restriction on the number of people that can view the
personal data. As another example, digital content such as a
movie with a limited use license (e.g., rented movie) may
include a restriction on the number of users that are allowed
to view the rented movie. Client-side digital content delivery
device 106 can be configured to monitor the number of
nearby users during performance of digital content and
execute a remedial action if the number of users exceeds a
threshold allowable number of users.

[0105] As shown, client-side digital content delivery
device 106 includes device detection component 402.
Device detection component 402 can be configured to detect
a number of mobile computing devices (e.g., cell phones,
tablets, etc.) that are within a geographic distance of client-
side digital content delivery device 106. Device detection
component 402 can detect the number of mobile computing
device using one or more techniques. For example, in some
embodiments, device detection component 402 can scan a
home network, such as a Wi-Fi network, to determine the
number of mobile computing devices that are connected to
the home network. As another example, device detection
component 402 can scan for short wave connectivity signals
(e.g., Bluetooth signals) being emitted by mobile computing
devices.

[0106] As shown, client-side application 108 can include
device monitoring module 404. Device monitoring module
404 can be configured to communicate with device detection
component 402 to request the number detected mobile
computing devices and determine, based on the number of
detected mobile computing devices, whether a number of
users viewing the digital content exceeds a threshold number
of authorized users associated with the digital content.
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[0107] Device monitoring module 404 can communicate
with device detection component 402 at specified time
intervals to request the number of detected mobile comput-
ing devices. For example, device detection module 404 can
transmit a request every 10 seconds, 20 seconds, 1 minute,
etc. Device monitoring module 404 can request the number
of detected mobile computing devices prior to, during and/or
after client-side application 108 is presenting digital content.
[0108] Device monitoring module 404 can utilize the
number of detected mobile computing devices to determine
whether a number of users viewing the digital content
exceeds a threshold number of authorized users associated
with the digital content. Device monitoring module 404 can
determine the number of users viewing the digital content
based on an assumption that most users own and regularly
carry a mobile computing device, such as a mobile phone.
Accordingly, device monitoring module 404 can determine
the number of users viewing the digital content based on the
number of mobile computing devices detected by device
detection component 402. For example, device monitoring
module 404 can determine that each detected mobile com-
puting device indicates a unique user viewing the digital
content.

[0109] In some embodiments, device monitoring module
404 can determine the number of users viewing the digital
content based on the type of mobile computing devices
detected by device detection component 402. In some
instances, a single user may have multiple mobile comput-
ing devices, such as a smartphone, tablet and/or laptop
computer. While a user may have multiple mobile comput-
ing devices with them, generally a user carries only a single
mobile phone. Accordingly, in some embodiments, device
monitoring module 404 can determine the number of users
viewing the digital content based on the number of mobile
phones that are detected by device detection component 402,
rather than the overall number of mobile computing devices
detected by device detection component 402.

[0110] Device monitoring module 404 can determine the
type of mobile computing devices using any known tech-
nique. For example, device monitoring module 404 can
gather metadata from the detected mobile computing
devices that indicate the type of mobile computing device,
such as a device identifier that can be used to discern the
mobile computing device type. In some instances, a mobile
computing device may include a descriptive name indicating
the mobile computing type, such as “Bob’s Phone” or
“Bob’s Tablet.” Device monitoring module 404 can request
the device name from each detected mobile computing
device and analyze the device names to determine the
mobile computing device type.

[0111] Digital content received by client-side digital con-
tent delivery device 106 from digital content delivery system
104 can include metadata indicating a number of authorized
users authorized to view the digital content. Client-side
digital content delivery device 106 can store the received
metadata in data storage 206. Device monitoring module
404 can access data storage 206 to gather the metadata
indicating the number of authorized users authorized to view
the digital content. Device monitoring module 404 can then
use the metadata to determine whether the number of users
viewing the digital content exceeds the threshold number of
authorized users associated with the digital content.

[0112] In response to determining that the number of users
viewing the digital content exceeds the threshold number of
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authorized users associated with the digital content, client-
side digital content delivery device 106 can execute a
remedial action. As shown, client-side digital content deliv-
ery device 106 can include remedial action module 120,
which can perform one or more remedial actions. Device
monitoring module 404 can notify remedial action module
120 that the number of users viewing the digital content
exceeds the threshold number of authorized users associated
with the digital content. Remedial action module 120 can
then perform one or more remedial action, such as suspend-
ing performance of digital content, disabling client-side
digital content delivery device 106, etc.

[0113] FIG. 5 shows an example method 500 for deter-
mining whether digital content is being misused based on a
number of mobile computing devices detected by a client-
side digital content delivery device. It should be understood
that there can be additional, fewer, or alternative steps
performed in similar or alternative orders, or in parallel,
within the scope of the various embodiments, unless other-
wise stated.

[0114] At step 502, the client-side digital content delivery
device (e.g., the device 106) presents digital content that was
received from a remote server. The remote server can be part
of a digital content delivery system (e.g., the system 104).
The digital content can be associated with one or more usage
restrictions, such as a restriction that dictates a number of
users that are authorized to view the digital content.
[0115] In some embodiments, the client-side content
delivery device can receive, from the remote server, data
identifying the number of authorized users associated with
the digital content. For example, the data can be received
along with the digital content. Alternatively, the data can be
received separately from the digital content.

[0116] In some embodiments, the number of authorized
users is based on a number of known residents of a dwelling
associated with the client-side digital content delivery
device. For example, digital content such as a movie rental
can be restricted to use by a renting user and his/her
immediate family.

[0117] In some embodiments, the number of authorized
users is based on a license acquired for the digital content.
Digital content such as a movie rental may be limited based
on a license purchased by the renting user. For example, a
basic rental can allow a user to view the movie with their
immediate family members. Alternatively, a higher cost
rental may allow the user to present the movie to a larger
group.

[0118] At step 504, the client-side digital content delivery
device detects a number of mobile computing devices that
are within a geographic distance of the client-side digital
content delivery device. For example, the client-side digital
content delivery device can detect the number of mobile
computing devices by scanning a home network for mobile
computing devices that are connected to the home network
via Wi-Fi. As another example, the client-side digital content
delivery device can detect the number of mobile computing
devices by scanning for mobile computing devices that are
emitting a Bluetooth signal.

[0119] At step 506, the client-side digital content delivery
device determines, based on the number of mobile comput-
ing devices that are within the geographic distance of the
client-side digital content delivery device, that a number of
users viewing the digital content exceeds a threshold number
of authorized users associated with the digital content. In
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some embodiments, the client-side digital content delivery
device can assume that a unique user is viewing the digital
content for each mobile computing device detected. Alter-
natively, in some embodiments, the client-side digital con-
tent delivery device can assume that a unique user is viewing
the digital content for each mobile computing device
detected that is of a specified type, such as a mobile phone.
[0120] At step 508, the client-side digital content delivery
device executes a remedial action in response to determining
that the number of users viewing the digital content exceeds
the threshold number of authorized users associated with the
digital content. For example, the client-side digital content
delivery device can terminate performance of the digital
content, disable the client-side digital content delivery
device, suspend performance of the digital content, etc.
[0121] FIG. 6 shows a block diagram 600 of client-side
digital content delivery device 106 configured to limit use of
digital content to an authenticated viewing device. To avoid
obscuring the inventive subject matter with unnecessary
detail, various functional components (e.g., modules) that
are not germane to conveying an understanding of the
inventive subject matter have been omitted from FIG. 6.
However, a skilled artisan will readily recognize that various
additional functional components may be supported to
facilitate additional functionality that is not specifically
described herein. Furthermore, the various functional mod-
ules depicted in FIG. 6 may reside on a single computing
device or may be distributed across several computing
devices in various arrangements such as those used in
cloud-based architectures.

[0122] In some embodiments, client-side digital content
delivery device 106 can be restricted to use with an autho-
rized viewing device. For example, in embodiments where
client-side digital content delivery device 106 is a set-top
box, client-side digital content delivery device 106 can be
restricted for use with an authorized viewing device, such as
a television, monitor, etc. As a result, digital content pre-
sented by client-side digital content delivery device 106 can
be restricted to specified areas. For example, digital content
such as confidential work materials can be restricted to a
display located in a conference room at a company office. As
another example, digital content such as a movie rental can
be restricted to use on a renting user’s television.

[0123] In some embodiments, a viewing device can be
designated as an authorized viewing device upon initially
being paired with client-side digital content delivery device
106 (e.g., a physical connection is made between client-side
digital content delivery device 106 and the viewing device
using a cable). If the pairing between client-side digital
content delivery device 106 and the authorized viewing
device is broken (e.g., the physical cable is disconnected)
and/or client-side digital content delivery device 106 is
paired to a different viewing device that is not authorized,
client-side digital content delivery device 106 can execute a
remedial action.

[0124] As shown in FIG. 6, client-side application 108
includes authorization module 602. Authorization module
602 can be configured to authorize a viewing device to
present digital content received by client-side digital content
delivery device 106 from digital content delivery system
104. Authorization module 602 can detect that client-side
digital content delivery device 106 is paired to a viewing
device. For example, authorization module 602 can deter-
mine that a connection has been made between client-side
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digital content delivery device 106 and the viewing device.
The connection can be a physical connection (e.g., a cord
connected to client-side digital content delivery device 106
and the viewing device) or a wireless connection (e.g., a
Bluetooth or other wireless connection).

[0125] Upon detecting that a viewing device is paired to
client-side digital content delivery device 106, authorization
module 602 can designate the viewing device as an autho-
rized viewing device. For example, authorization module
602 can communicate with the viewing device to gather a
device identifier identifying the viewing device. Authoriza-
tion module 602 can record the device identifier in data
storage 206 to indicate that the viewing device is authorized
to present digital content received by client-side digital
content delivery device 106 from digital content delivery
system 104.

[0126] Client-side digital content delivery device 106 can
reference the device identifier stored in data storage 206 to
ensure that a viewing device paired with client-side digital
content delivery device 106 is authorized to present digital
content. Client-side digital content delivery device 106 can
include authorization checking module 604 configured to
ensure that a viewing device paired with client-side digital
content delivery device 106 is authorized to present digital
content. For example, prior to client-side digital content
delivery device 106 presenting digital content on a viewing
device paired to client-side digital content delivery device
106, authorization checking module 604 can request an
identifier from the viewing device paired to client-side
digital content delivery device 106 and compare it to the
recorded device identifier in data storage 206. If authoriza-
tion checking module 604 determines that the device iden-
tifier received from the viewing device paired to client-side
digital content delivery device 106 matches the recorded
device identifier, authorization checking module 604 can
allow the digital content to be presented on the viewing
device. Alternatively, if authorization checking module 604
determines that the device identifier received from the
viewing device paired to client-side digital content delivery
device 106 does not match the recorded device identifier,
remedial action module 120 can execute one or more
remedial actions.

[0127] The number of viewing devices that can be autho-
rized with client-side digital content delivery device 106 can
be limited to a maximum allowable number. For example,
client-side digital content delivery device 106 can be limited
to a maximum of 1, 2, 3, etc., authorized viewing device.

[0128] In situations where the maximum number of view-
ing devices authorized with client-side digital content deliv-
ery device 106 has already been met, the user can be
required to request approval to remove one or more of the
authorized viewing devices to authorize a new viewing
device to be authorized.

[0129] For example, a user may be required to call or
otherwise contact an administrator associated with digital
content delivery system 104 to request that one or more
authorized viewing devices be unauthorized so that a new
viewing device can be authorized.

[0130] If the user’s request is approved, digital content
delivery system 104 can transmit a message to client-side
digital content delivery device 106 indicating that the
request has been approved. The message can cause client-
side digital content delivery device 106 to unauthorize one
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or more viewing devices. For example, authorization mod-
ule 602 can delete the recorded device identifiers from data
storage 206.

[0131] In some embodiments, client-side digital content
delivery device 106 can be configured to monitor the con-
nection between client-side digital content delivery device
106 and an authorized viewing device that is paired to
client-side digital content delivery device 106 to determine
whether the connection is broken at any time. For example,
after detecting that client-side digital content delivery device
106 is paired with a viewing device, authorization module
602 can monitor the connection to ensure that it remains
intact (e.g., the physical cord remains connected to both
client-side digital content delivery device 106 and the view-
ing device). In response to authorization module 602 detect-
ing that client-side digital content delivery device 106 has
been unpaired from the viewing device (i.e., the connection
between client-side digital content delivery device 106 and
the viewing device has been broken), remedial action mod-
ule 120 can execute a remedial action.

[0132] FIG. 7 shows an example method 700 for limiting
use of digital content to an authenticated viewing device. It
should be understood that there can be additional, fewer, or
alternative steps performed in similar or alternative orders,
or in parallel, within the scope of the various embodiments
unless otherwise stated.

[0133] At step 702, the client-side digital content delivery
device (e.g., device 106) detects that the client-side digital
content delivery device is paired to a viewing device.
Detecting that the client-side content delivery device is
paired to a viewing device can include detecting that a
physical cord has been connected to the client-side digital
content delivery device and the viewing device. For
example, the physical cord can be a High Definition Mul-
timedia Interface (HDMI) cord. Detecting that the client-
side digital content delivery device is paired to a viewing
device can also include determining that the client-side
digital content delivery device has established a wireless
connection with the viewing device utilizing a communica-
tion protocol. For example, the communication protocol can
be Bluetooth.

[0134] After the client-side digital content delivery device
is paired to the viewing device, the client-side digital content
delivery device can designate the viewing device as an
authorized viewing device, thereby enabling the client-side
digital content delivery device to cause digital content
received from a remote server (e.g., digital content delivery
system 104) to be presented on a display of the viewing
device. For example, the client-side digital content delivery
device can receive, from the viewing device, a unique
identifier for the viewing device. The client-side digital
content delivery device can record the unique identifier in a
memory (e.g., data storage) of the client-side digital content
delivery device.

[0135] At step 704, the client-side digital content delivery
device detects that the client-side content delivery device
has been unpaired from the viewing device. For example,
the client-side digital content delivery device can detect that
a physical cord (e.g., HDMI cord) has been unconnected
from either the client-side digital content delivery device or
the viewing device. As another example, the client-side
digital content delivery device can detect that a wireless
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connection (e.g., Bluetooth) between the client-side digital
content delivery device and the viewing device has been
terminated.

[0136] In some embodiments, the client-side digital con-
tent delivery device can use the unique identifier recorded in
memory to detect that the client-side content delivery device
has been unpaired from the viewing device. For example,
the client-side content delivery device can request a unique
identifier from a viewing device paired to the client-side
digital content delivery device. The client-side content
delivery device can compare the received unique identifier
to the unique identifier recorded in the memory of the
client-side digital content delivery device. If the unique
identifier received from the viewing device does not match
the device identifier stored in the memory, the client-side
digital content delivery device can determine that the client-
side digital content delivery device has been unpaired from
the authorized viewing device.

[0137] At step 706, the client-side digital content delivery
device executes a remedial action in response to detecting
that the client-side digital content delivery device has been
unpaired from the viewing device. For example, the client-
side digital content delivery device can terminate perfor-
mance of the digital content, disable the client-side digital
content delivery device, suspend performance of the digital
content, etc.

[0138] FIG. 8 shows an example system 800 configured to
determine whether digital content is being misused. To avoid
obscuring the inventive subject matter with unnecessary
detail, various functional components (e.g., modules) that
are not germane to conveying an understanding of the
inventive subject matter have been omitted from FIG. 8.
However, a skilled artisan will readily recognize that various
additional functional components may be supported to
facilitate additional functionality that is not specifically
described herein. Furthermore, the various functional mod-
ules depicted in FIG. 8 may reside on a single computing
device or may be distributed across several computing
devices in various arrangements such as those used in
cloud-based architectures.

[0139] In some embodiments, digital content can be asso-
ciated with an intended recipient that is authorized to access
the digital content. For example, personal and/or confiden-
tial data (i.e., social security number and/or medical records)
can be associated with a specified user, such as the owner of
the social security number, a doctor, a loan officer, etc.
Client-side digital content delivery device 106 and digital
content delivery system 104 can be configured to monitor
the location of one or more authorized users to ensure that
the authorized user(s) is present during presentation of
digital content. The authorized user being present can indi-
cate that the digital content is not being misused. In the event
that the authorized user(s) is determined to not be present
during presentation of the digital content, it can be assumed
that the digital content is being misused and remedial actions
can be executed.

[0140] To determine whether an authorized user is present
during presentation of digital content, client-side digital
content delivery device 106 can present sonic signals during
presentation of the digital content. A sonic signal, upon
being detected by an authorized user’s mobile computing
device (i.e., mobile computing device 802), can cause
mobile computing device 802 to transmit a confirmation
message to digital content delivery system 104 confirming
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that mobile computing device 802 detected the sonic signal.
If a threshold number of sonic signals are not confirmed by
mobile computing device 802, digital content delivery sys-
tem 104 can determine that the authorized user is not present
and a remedial action can be executed.

[0141] As shown, client-side application 108 can include
sonic signal module 804, which can generate and present
sonic signals. A sonic signal can be any type of signal that
can be detected by a microphone of mobile computing
device 802. For example, a sonic signal can be an acoustic
fingerprint that can be presented along with or embedded
within digital content. Sonic signal module 804 can present
one or more sonic signals, prior to, during and/or after
presentation of digital content.

[0142] A sonic signal, upon being detected by mobile
computing device 802, can cause mobile computing device
802 to transmit a confirmation message to digital content
delivery system 104 confirming that mobile computing
device 802 detected the sonic signal. For example, mobile
computing device 802 can communicate with digital content
delivery system 104 via communication network 102.
[0143] Sonic signal module 804 can present sonic signals
according to any schedule, such as according to specified
time intervals, at predetermined points during presentation
of the digital content, etc. In some embodiments, client-side
digital content delivery device 106 can receive a schedule
for presenting the sonic signals from digital content delivery
system 104, which can be stored in data storage 206. For
example, digital content delivery system 104 can include
sonic signal management module 806 that is configured to
provide the schedule to client-side digital content delivery
device 106. Once stored in data storage 206, sonic signal
module 804 can access the stored schedule and present the
sonic signals according to the received schedule.

[0144] In some embodiments, digital content received
from digital content delivery system 104 can include data
indicating when sonic signal module 804 should present a
sonic signal. In another embodiment, sonic signal module
804 can present sonic signals in response to receiving a
command from digital content delivery system 104. For
example, sonic signal management module 806 transmits
commands to client-side digital content delivery device 106
to present a sonic signal. In response to receiving the
command, sonic signal module 804 can cause client-side
digital content delivery device 106 to present a sonic signal.
[0145] In some embodiments, the sonic signals can be
embedded with a code. For example, the code can include
data identifying digital content delivery system 104 that
client-side digital content delivery device 106 can use to
transmit the authorization message. The code can also
include an identifier identitying the digital content and/or
client-side digital content delivery device 106. As another
example, the code can include a unique confirmation code
that was received from digital content delivery system 104.
Mobile computing device 802 can transmit some or all of the
embedded code to digital content delivery system 104 as
part of the confirmation message.

[0146] Digital content delivery system 104 can be config-
ured to monitor confirmation messages received from client-
side digital content delivery device 106 and determine
whether a number of unconfirmed sonic signals meets or
exceeds a threshold number of allowable unconfirmed sonic
signals. An unconfirmed sonic signal can be a sonic signal
presented by client-side digital content delivery device 106
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that mobile computing device 802 did not confirm detecting
(i.e., a sonic signals presented by the client-side digital
content delivery device 106 that did not result in mobile
computing device 802 transmitting a confirmation message
to digital content delivery system 104).

[0147] Sonic signal management module 806 can deter-
mine whether a sonic signal is unconfirmed. For example,
sonic signal management module 806 can determine that a
sonic signal is unconfirmed if a threshold amount of time has
elapsed after the sonic signal was presented by client-side
digital content delivery device 106 and a corresponding
confirmation message has not been received from mobile
computing device 802.

[0148] Sonic signal management module 806 can deter-
mine whether the number of unconfirmed sonic signals
exceeds a threshold number of allowable unconfirmed sonic
signals. If the number of unconfirmed sonic signals does
exceed the threshold number of allowable unconfirmed
sonic signals, digital content misuse management applica-
tion 116 can execute a remedial action and/or transmit a
notification to client-side digital content delivery device 106
to execute a remedial action. As shown, digital content
misuse management application 116 includes remedial
action module 118, which can execute one or more remedial
actions.

[0149] In some embodiments, the number of unconfirmed
sonic signals can be based on each unconfirmed sonic signal
presented by client-side digital content delivery device 106.
Alternatively, the number of unconfirmed sonic signals can
be based on sonic signals presented by client-side digital
content delivery device 106 with relation to presentation of
a single digital data item (e.g., presentation of a movie). For
example, the number of unconfirmed sonic signals can
indicate the number of unconfirmed sonic signals detected
shortly prior to, during and/or shortly after presentation of
the movie. As another example, the number of unconfirmed
sonic signals can indicate the number of unconfirmed sonic
signals detected during a predetermined time period, such as
during the previous 10 minutes, 20 minutes, etc.

[0150] In some embodiments, client-side digital content
delivery device 106 can cause mobile computing device 802
to initiate a sonic signal detection mode. Once in sonic
signal detection mode, mobile computing device 802 can
actively listen for sonic signals presented by client-side
digital content delivery device 106 and transmit confirma-
tion messages to digital content delivery system 104. To
initiate sonic signal detection mode, sonic signal module
804 can present a visible code that can be detected by mobile
computing device 802. For example, the visible code can be
a Quick Response (QR) code presented on a display. A user
of mobile computing device 802 can take a picture or
otherwise cause an optical sensor of mobile computing
device 802 to detect the visible code.

[0151] The visible code can cause mobile computing
device 802 to initiate sonic signal detection mode, during
which one or more microphones of mobile computing
device 802 will be active to detect sonic signals presented by
client-side digital content delivery device 106. In some
embodiments, the visible code can further cause mobile
computing device 802 to transmit data to digital content
delivery system 104. For example, the visible code can
cause mobile computing device 802 to transmit an identifier
associated with mobile computing device 802 and/or an
identifier for client-side digital content device 106 to digital
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content delivery system 104. Management module 114 can
use the received data to confirm that mobile computing
device 802 has initiated sonic signal detection mode as well
as to identify confirmation messages from mobile computing
device 802.

[0152] FIG. 9 shows an example method 900 for deter-
mining whether digital content is being misused. It should be
understood that there can be additional, fewer, or alternative
steps performed in similar or alternative orders, or in par-
allel, within the scope of the various embodiments unless
otherwise stated.

[0153] At step 902, a client-side digital content delivery
device (e.g., the device 106) receives digital content from a
remote computing system (i.e., a digital content delivery
system 104).

[0154] At step 904, the client-side digital content delivery
device periodically presents sonic signals to confirm that a
mobile computing device of a user authorized with the
client-side digital content delivery device is within a desired
geographic distance of the client-side content delivery
device. Each sonic signal, upon being detected by the mobile
computing device, can cause the mobile computing device
to transmit a confirmation message to the remote computing
system confirming that the mobile computing device
detected the sonic signal.

[0155] Each sonic signal can be embedded with a code.
The mobile computing device can include the code in the
confirmation message to the remote computing system con-
firming that the mobile computing device detected the sonic
signal. In some embodiments, the code embedded in the
sonic signal can be varied. For example, the digital content
delivery system can present a first sonic signal embedded
with a first code, and then present a second sonic signal
embedded with a second code that is different than the first
code.

[0156] At step 906, the client-side digital content delivery
device receives a notification that a number of unconfirmed
sonic signals exceeds a threshold number of allowable
unconfirmed sonic signals. The number of unconfirmed
sonic signals can indicate a number of sonic signals pre-
sented by the client-side digital content delivery device that
the mobile computing device did not confirm detecting. This
number of unconfirmed sonic signals can include all uncon-
firmed sonic signals or, alternatively, a subset of the uncon-
firmed sonic signals. For example, the subset of the uncon-
firmed sonic signals can be the unconfirmed sonic signals
that occurred within a predetermined time period (e.g., last
5 minutes, 10 minutes, etc.). As another example, the subset
of the unconfirmed sonic signals can be the unconfirmed
sonic signals associated with presentation of a singular
digital content item (e.g., unconfirmed sonic signals that
occurred prior, during and/or after presentation of a singular
movie).

[0157] At step 908, the client-side digital content delivery
device executes a remedial action in response to receiving
the notification that the number of unconfirmed sonic signals
exceeds the threshold number of allowable unconfirmed
sonic signals. For example, the client-side digital content
delivery device can terminate performance of the digital
content, disable the client-side digital content delivery
device, suspend performance of the digital content, etc.
[0158] FIG. 10 shows a block diagram 1000 of digital
content delivery system 104 configured to determine
whether content is being misused. To avoid obscuring the
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inventive subject matter with unnecessary detail, various
functional components (e.g., modules) that are not germane
to conveying an understanding of the inventive subject
matter have been omitted from FIG. 10. However, a skilled
artisan will readily recognize that various additional func-
tional components may be supported to facilitate additional
functionality that is not specifically described herein. Fur-
thermore, the various functional modules depicted in FIG.
10 may reside on a single computing device or may be
distributed across several computing devices in various
arrangements such as those used in cloud-based architec-
tures.

[0159] In some embodiments, misuse of digital content
can be inferred based on a user’s usage history. A user
repeatedly accessing the same digital content item, such as
a movie rental, or accessing digital content in consistent
patterns, may be misusing the content. For example, a user
repeatedly accessing the same digital content item may be
misusing the digital content item by presenting the digital
content item in violation of the license acquired for the
digital content (e.g., for commercial gain). Digital content
delivery system 104 can monitor usage of digital content to
identify activity and/or patterns that indicate that the content
is being misused, in which case digital content delivery
system 104 can execute one or more remedial actions.
[0160] As shown, digital content misuse management
application 116 can include usage monitoring module 1002.
Usage monitoring module 1002 can monitor usage of digital
content by various users. For example, usage monitoring
module 1002 can communicate with user account database
110 to access the various user accounts stored by user
account database 110, as well as analyze the usage histories
for each user account. Usage monitoring module 1002 can
determine, based on the usage history of a user, whether
digital content is being misused by the user and, if so,
execute one or more remedial actions.

[0161] In some embodiments, usage monitoring module
1002 can determine whether digital content is being misused
based on the number of times that digital content has been
accessed by a user. For example, usage monitoring module
1002 can determine, based on the usage history of a user, the
number of times that the user has accessed digital content.
This can include the number of times the user has accessed
digital content using a client-side digital content delivery
device (e.g., client-side digital content delivery device 106)
to access digital content.

[0162] Usage monitoring module 1002 can determine
whether the number of times that the user has accessed
digital content meets or exceeds a threshold number of times
the user is permitted to access digital content. If usage
monitoring module 1002 determines that the number of
times that the user has accessed digital content meets or
exceeds the threshold number, usage monitoring module
1002 can notify remedial action module 118, which can
execute one or more remedial actions.

[0163] In some embodiments, the number of times that the
user has accessed digital content can be based on the total
number of times the user has accessed digital content,
including various digital content types (e.g., movies, music,
text files, etc.) and without any time limitations. Alterna-
tively, in some embodiments, the number of times that the
user has accessed digital content can be based on the user’s
usage during specified time periods and/or usage with
respect to specified content types. For example, the number
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of times that the user has accessed digital content can be
based on the user’s usage over the previous day, week, or
month. As another example, the number of times that the
user has accessed digital content can be based on the user’s
usage during specified times of the day, such as between 6
pm-10 pm, or during specified days of the week, such as
Friday-Sunday.

[0164] In some embodiments, the number of times that the
user has accessed digital content can be based on a digital
content type. For example, the number of times that the user
has accessed digital content can be the number of times that
the user has accessed one or more specified digital content
types, such as movie rentals, confidential work data, etc. As
another example, the number of times that the user has
accessed digital content can be based on a specific digital
content item. For example, the number of times that the user
has accessed digital content can indicate the number of times
the user accessed a specific movie rental, confidential file,
etc.

[0165] In some embodiments, usage monitoring module
1002 can determine whether digital content is being misused
based on detected patterns in usage data. For example,
patterns such as a user accessing a similar or same sequence
of digital content at same or similar times can indicate that
a user is misusing the digital content. For example, a user
that accesses the same sequence of movie rentals each
Friday and Saturday night may be misusing the digital
content item by presenting the digital content item in vio-
lation of the license acquired for the digital content (e.g., for
commercial gain).

[0166] Usage monitoring module 1002 can analyze a
usage history to determine whether digital content is being
misused according to a schedule. For example, usage moni-
toring module 1002 can analyze the usage history for a user
according to set time intervals (e.g., hourly, daily, weekly,
etc.). Usage monitoring module 1002 can further analyze the
usage history for a user in response to the user accessing
and/or requesting to access a digital content item. For
example, in response to digital content delivery system 104
receiving a request from client-side digital content delivery
device 106 to access digital content, usage monitoring
module 1002 can analyze the usage history for a user
associated with client-side digital content delivery device
106. If usage monitoring module 1002 determines that the
user is misusing digital content, digital content delivery
system 104 can deny the request to access digital content.
Remedial action module 118 can further execute one or
more remedial actions.

[0167] FIG. 11 shows an example method 1100 for deter-
mining whether digital content is being misused. It should be
understood that there can be additional, fewer, or alternative
steps performed in similar or alternative orders, or in par-
allel, within the scope of the various embodiments unless
otherwise stated.

[0168] At step 1102, the digital content delivery system
(e.g., the digital content delivery system 104) receives a
request from a client-side computing device (e.g., a client-
side content delivery device 106) to access digital content
maintained by the digital content delivery system.

[0169] At step 1104, the digital content delivery system
determines that a number of times the client-side computing
device has accessed digital content meets or exceeds a
threshold number of times the client-side computing device
is permitted to access digital content. The digital content
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delivery system can determine the number of times the
client-side computing device has accessed digital content by
reviewing a usage history associated with the client-side
computing device. The usage history can include a listing of
access requests received from the client-side computing
device for digital content.

[0170] In some embodiments, the number of times the
client-side computing device has accessed digital content
can be a number of times the client-side computing device
has accessed digital content during a time period. For
example, the time period can be a previous hour, day, week,
month, etc. As another example, the time period can be a
recurring time period, such as Fridays and Saturdays. In this
type of embodiment, the digital content delivery system can
review the usage history to identify the number of times
digital content has been accessed during the time period.
[0171] In some embodiments, the number of times the
client-side computing device has accessed digital content is
a number of times the client-side computing device has
accessed a specific digital content item that is being
requested in the request received from the client-side com-
puting device. For example, the request received from the
client-side computing device can be for a specific digital
content item such as a specific movie. In this type of
embodiment, the digital content delivery system can review
the usage history to identify the number of times the specific
digital content item (e.g., movie) has been accessed.
[0172] At step 1106, the digital content delivery system
denies the request and executes a remedial action in
response to determining that the number of times the client-
side computing device has accessed digital content meets or
exceeds the threshold number. For example, the digital
content delivery system can cause the client-side digital
content delivery device to be temporarily disabled, suspend
performance of digital content, etc.

[0173] FIG. 12 shows a block diagram 1200 of digital
content delivery system 104 configured to cluster usage
signal data to determine whether digital content is being
misused. To avoid obscuring the inventive subject matter
with unnecessary detail, various functional components
(e.g., modules) that are not germane to conveying an under-
standing of the inventive subject matter have been omitted
from FIG. 12. However, a skilled artisan will readily rec-
ognize that various additional functional components may
be supported to facilitate additional functionality that is not
specifically described herein. Furthermore, the various func-
tional modules depicted in FIG. 12 may reside on a single
computing device or may be distributed across several
computing devices in various arrangements such as those
used in cloud-based architectures.

[0174] In some embodiments, digital content delivery
system 104 can analyze usage signal data describing digital
content usage for a plurality of user accounts to identify user
accounts that are likely to misuse digital content. For
example, digital content delivery system 104 can use a
clustering algorithm, such as a k-means clustering algo-
rithm, to generate a set of digital content usage clusters
based on a set of data points that each correspond to a unique
user account and/or client-side digital content delivery
device 106. Each data point can be determined based on
usage data describing digital content usage by the user
account and/or client-side digital content delivery device
106 represented by the data point. Digital content delivery
system 104 can analyze the resulting digital content usage
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clusters to identify data points that are outliers, which may
indicate misuse of digital content by the user account
represented by the outlier data point.

[0175] In some embodiments, digital content delivery
system 104 can utilize usage signal data describing digital
content usage of known violating user accounts (i.e., user
accounts known to have misused digital content) to identify
other user accounts that may likely misuse digital content.
For example, digital content delivery system 104 can use a
clustering algorithm, such as a k-means clustering algo-
rithm, to generate a set of known violator usage clusters
based on a set of data points that each correspond to a unique
violating user account that is known to have misused digital
content. Each data point can be determined based on usage
data describing digital content usage by the violating user
account. Digital content delivery system 104 can analyze the
resulting known violator usage clusters to identify data
points that are within a predetermined distance of the center
of a known violator usage cluster, which may indicate
misuse of digital content by the user account represented by
the identified data point.

[0176] As shown, digital content misuse management
application 116 can include clustering module 1202 and
analysis module 1204. Clustering module 1202 can be
configured to generate clusters based on usage data signals.
Analysis module 1204 can be configured to analyze the
resulting clusters to identify user accounts that are poten-
tially misusing digital content.

[0177] Clustering module 1202 can gather usage signal
data from user account database 110, including data describ-
ing users (e.g., address, payment information, gender, a
number of known family member residing in a dwelling of
the user, etc.), history data (e.g., a digital content accessed by
the user, a number of times digital content was accessed, a
frequency at which digital content was accessed, times when
digital content was accessed, digital content items accessed
by the user, etc.), and data received from client-side digital
content delivery device 106 (e.g., number of mobile com-
puting devices detected during presentation of digital con-
tent, the location of client-side digital content delivery
device 106 during presentation of digital content, etc.).

[0178] Clustering module 1202 can use the usage signal
data to generate a set of data points that represent the user
accounts. For example, clustering module 1202 can use
usage signal data describing digital content usage associated
with a user account to generate a data point representing the
user account. Clustering module 1202 can perform this
process for multiple user accounts, resulting in the set of
data points, in which each data point represents a unique one
of the user accounts.

[0179] Clustering module 1202 can use a clustering algo-
rithm, such as a k-means algorithm, to generate digital
content usage clusters from the set of data points. Although
a centroid-based algorithm is used as an example, clustering
module 1202 can use any known clustering method to
generate the digital content usage clusters. For example, in
some embodiments, clustering module 1202 can be config-
ured to use any of a hierarchical-based clustering algorithm,
connectivity-based clustering algorithm, distribution-based
clustering algorithm, density-based clustering algorithm,
etc. Further, other centroid-based clustering algorithms can
be used. For example, clustering module 1202 can use any
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of'a fuzzy C-means clustering algorithm, spherical k-means
algorithm, Minkowski metric weighted k-means algorithm,
etc.

[0180] Analysis module 1204 can analyze the resulting
digital content usage clusters to identify user accounts that
are likely to misuse digital content. The digital content usage
clusters can indicate common digital content usage amongst
multiple user accounts. For example, the center of each
digital content usage cluster can indicate a digital content
usage profile for the user accounts represented by the digital
content usage cluster. Accordingly, a data point located near
the center of a digital content usage cluster can indicate that
the digital content usage of the user account represented by
the data point is in line with the digital content usage of the
other user accounts represented by the digital content usage
cluster. Conversely, a data point that is located far from the
center of a digital content usage cluster can indicate that the
digital content usage of the user account represented by the
data point is out of line with the digital content usage of the
other user accounts represented by the digital content usage
cluster.

[0181] Analysis module 1204 can analyze the digital con-
tent usage clusters to identify data points that are outliers. An
outlier can be a data point that is at least a threshold distance
away from the center of a closest digital content usage
cluster. As another example, an outlier can be a data point
determined to be included in a set of data points that are
farthest away from the center of a closest digital content
usage cluster. Analysis module 1204 can determine the
distance between a data point and the center of a nearest
digital content usage cluster to determine if the data point is
an outlier.

[0182] In response to analysis module 1204 determining
that a data point is an outlier, remedial action module 118
can execute a remedial action with respect to the user
account represented by the data point. For example, reme-
dial action module 118 can cause a client-side digital content
delivery device (e.g., digital content delivery device 106)
associated with the user account to suspend performance of
digital content.

[0183] Some digital content usage clusters may be deemed
to provide a poor representation of common digital data
usage. Hence, in some embodiments, analysis module 1204
can determine data points that are outliers based on a subset
of the digital content usage clusters that are determined to
meet a threshold quality level. In this type of embodiment,
analysis module 1204 can initially determine a subset of the
digital content usage clusters that meet the quality threshold
level. Analysis module 1204 can then determine whether a
data point is an outlier based on the distance between the
data point and the center of a closest digital content usage
cluster from the subset of digital content usage clusters
determined to meet the threshold quality level.

[0184] Whether a digital content usage cluster meets a
quality threshold level can be based on one or more factors.
For example, the quality threshold level can be based on the
number of data points included in the cluster, the density of
the cluster, the overall size of the cluster, etc.

[0185] In some embodiments, usage signal data from user
accounts that are known violators (i.e., are known to have
misused digital content) can be used to identify other user
accounts that are likely to misuse digital content. For
example, clustering module 1202 can generate a set of
known violator clusters based on a set of data points that
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represent user accounts that are known violators. Analysis
module 1204 can then analyze the set of known violator
clusters to identify data points that are located within a
predetermined distance from the center of a closest known
violator cluster. This can indicate that the digital content
usage of the user account represented by the data point is
similar to the digital content usage of known violator
accounts, indicating that the user account may also be a
violator.

[0186] A user account can be determined to be a violator
in numerous ways, including any of the methods listed
above. As another example, a user account can be deter-
mined to be a violator as a result of a user associated with
the user account being physically caught misusing digital
content. As another example, a user account can be deter-
mined to be a violator as a result of an unauthorized copy of
digital content being traced back to the user account. For
example, the unauthorized copy of digital content can
include an embedded watermark that identifies the user
account and/or a client-side digital data delivery device
associated with the user account.

[0187] FIG. 13 shows an example method 1300 for clus-
tering usage signal data to determine whether digital content
is being misused. It should be understood that there can be
additional, fewer, or alternative steps performed in similar or
alternative orders, or in parallel, within the scope of the
various embodiments, unless otherwise stated.

[0188] At step 1302, a digital content delivery system
(e.g., system 104) clusters a set of data points into a set of
digital content usage clusters. Each data point from the set
of data points can represent a unique user account from a set
of user accounts maintained by the digital content delivery
system. Each data point from the set of data points can have
been determined based on usage signal data describing
digital content usage associated with the unique user account
represented by the data point. Usage signal data can include
one or more of a number of times digital content was
accessed, a frequency at which digital content was accessed,
digital content items that were accessed, a geographic loca-
tion of a client-side computing device associated with the
unique user account, a number of known family members
residing in a dwelling associated with the unique user
account, and a number of mobile computing devices
detected during a performance of digital content.

[0189] The digital content delivery system can generate
the set of digital content usage clusters using at least one
clustering algorithm. For example, the digital content deliv-
ery system can use at least one k-means clustering algo-
rithm.

[0190] At step 1304, the digital content delivery system
determines, based on the set of digital content usage clusters,
that a first data point from the set of data points is an outlier.
The digital content delivery system can determine that the
first data point from the set of data points is an outlier by
determining that a distance between the first data point and
a center of a closest digital content usage cluster exceeds a
predetermined threshold distance.

[0191] Alternatively, in some embodiments, the digital
content delivery system can determine that the first data
point from the set of data points is an outlier by initially
determining, from the set of digital content usage clusters, a
subset of digital content usage clusters that meet a quality
threshold level. The digital content delivery system can then
determine that a distance between the first data point and a
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center of a closest digital content usage cluster from the
subset of digital content usage clusters exceeds a predeter-
mined threshold distance.

[0192] The digital content delivery system can determine
the subset of digital content usage clusters that meet the
quality threshold level in numerous ways. For example, in
some embodiments, the digital content delivery system can
determine a density of data points in a first digital content
usage cluster, and then compare the density of data points in
the first digital content usage cluster to a threshold density
level.

[0193] At step 1306, the digital content delivery system
executes a remedial action with respect to a user account
represented by the first data point.

[0194] FIG. 14 shows an example method 1400 for clus-
tering usage signal data to determine whether digital content
is being misused. It should be understood that there can be
additional, fewer, or alternative steps performed in similar or
alternative orders, or in parallel, within the scope of the
various embodiments unless otherwise stated.

[0195] At step 1402, a digital content delivery system
clusters a set of data points into a set of known violator
clusters. Each data point from the set of data points can
represent a unique violating user account from a set of
violating user accounts that are known digital content vio-
lators. Further, each data point from the first set of data
points can have been determined based on usage signal data
describing digital content usage by the unique violating user
account represented by the data point. The usage signal data
can include one or more of a number of times digital content
was accessed, a frequency at which digital content was
accessed, digital content items that were accessed, a geo-
graphic location of a client-side computing device associ-
ated with the unique user account, a number of known
family members residing in a dwelling associated with the
unique user account, and a number of mobile computing
devices detected during performance of digital content.

[0196] The digital content delivery system can generate
the set of known violator clusters using at least one clus-
tering algorithm. For example, the digital content delivery
system can use at least one k-means clustering algorithm.

[0197] At step 1404, the digital content delivery system
determines, based on the set of known violator clusters, that
a first user account is potentially a digital content violator.
The first user account can be represented by a first data point
that is not included in the first set of data points. Further, the
first data point can have been determined based on usage
signal data describing digital content usage association with
the first user account.

[0198] In some embodiments, the digital content delivery
system can determine that the first user account is potentially
a digital content violator by determining that a distance
between the first data point and a center of a closest known
violator cluster is less than a threshold distance. Alterna-
tively, in some embodiments, the digital content delivery
system can determine that the first user account is potentially
a digital content violator by initially determining, from the
set of known violator clusters, a subset of known violator
clusters that meet a quality threshold level. The digital
content delivery system can then determine that a distance
between the first data point and a center of a closest known
violator cluster from the subset of known violator clusters is
less than a predetermined threshold distance.
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[0199] At step 1406, the digital content delivery system
executes a remedial action with respect to the first user
account represented by the first data point.

[0200] FIG. 15 shows an example system 1500 configured
to issue digital credentials (e.g., digital tickets). To avoid
obscuring the inventive subject matter with unnecessary
detail, various functional components (e.g., modules) that
are not germane to conveying an understanding of the
inventive subject matter have been omitted from FIG. 15.
However, a skilled artisan will readily recognize that various
additional functional components may be supported to
facilitate additional functionality that is not specifically
described herein. Furthermore, the various functional mod-
ules depicted in FIG. 15 may reside on a single computing
device or may be distributed across several computing
devices in various arrangements such as those used in
cloud-based architectures.

[0201] In some embodiments, digital content delivery
system 104 can issue digital credentials that are redeemable
by a user. For example, a digital credential can be redeemed
to provide a user with access to an exhibitor location, such
as a movie theatre, to view a scheduled presentation of a
digital content item (e.g., a movie). Digital content delivery
system 104 can utilize one or more security measures to
prevent misuse of digital credentials, such as digital creden-
tials being issued to an incorrect user and/or the digital
credential being utilized in violation of a licensing agree-
ment (e.g., the digital credential being redeemed by an
incorrect user and/or the digital credential being resold).
[0202] To prevent misuse of a digital credential, digital
content delivery system 104 can provide the user with the
digital credential after determining a current location of a
user is within a predetermined geographic distance of a
selected exhibitor location and/or a remaining amount of
time until the selected scheduled presentation begins is less
than the threshold amount of time. Hence, a user can be
required to be physically nearby the exhibitor location (e.g.,
within 100 feet of the movie theater) and/or wait until
shortly before the scheduled presentation (e.g., 15 minutes
before the scheduled start time of the movie) to access their
digital credential.

[0203] In some embodiments, a digital content license
acquired by a user can allow the user to access the digital
content item using client-side digital content delivery device
106 and/or attend a scheduled presentation of the digital
content item at an exhibitor location. As an example, a user
that purchases a movie rental that can be streamed to the
user’s client-side digital content delivery device 106 can
also be allotted two tickets (i.e., digital credentials) to view
the movie at a movie theatre until the movie is no longer
available. A user can therefore choose to view the movie
rental at home and/or view the movie at a movie theater.
[0204] In addition to issuing a user with a digital creden-
tial to a scheduled presentation of a digital content item, in
some embodiments, digital content delivery system 104 can
enable the user to reserve, schedule, and/or purchase one or
more amenities associated with the scheduled presentation.
For example, digital content delivery system 104 can enable
the user to reserve specific seats for the scheduled presen-
tation of the digital content item, pre-order food and/or
beverages, schedule transportation to and/or from the
exhibitor location, etc.

[0205] In FIG. 15, digital content delivery system 104,
mobile computing device 802, and exhibitor management
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system 1502 can communicate with each other via commu-
nication network 102 to reserve and issue digital credentials
that can be redeemed by a user to access a scheduled
presentation of a digital content item at an exhibitor location.
[0206] Exhibitor management system 1502 can be a com-
puting system comprising one or more computing devices
associated with an exhibitor. An exhibitor can be an orga-
nization, business, etc., that provides scheduled presenta-
tions of digital content at one or more exhibitor locations.
For example, an exhibitor can be a movie theatre chain that
provides scheduled showings of movies at one or more
movie theaters.

[0207] Exhibitor management system 1502 can include
exhibitor database 1504 that maintains exhibitor data
describing scheduled presentations of digital content items
provided by the exhibitor. Exhibitor data can include data
identifying the exhibitor locations associated with the
exhibitor (e.g., movie theatres), the digital content items
scheduled for presentation at each exhibitor location (e.g.,
movies) and/or scheduled presentations at each exhibitor
location (e.g., scheduled show times). Exhibitor data can
also include data identifying digital credential availability
for each scheduled presentation (e.g., number of unsold
digital credentials available for purchase), seating charts for
each exhibitor location, seating availability (e.g., unreserved
seats), amenities provided by each exhibitor location, the
address of each exhibitor location, etc. Exhibitor data can
also include content associated with the exhibitor, exhibitor
locations, and/or digital content items. For example, exhibi-
tor data can include content such as written movie descrip-
tion, movie trailers, movie reviews, movie theatre reviews,
etc.

[0208] Exhibitor management system 1502 can include
exhibitor management module 1506 configured to reserve
digital credentials and amenities for scheduled presentations
of digital content items. Exhibitor management module
1506 can communicate with exhibitor database 1504 to
gather requested exhibitor data, provide requested exhibitor
data to requesting computing devices and/or update exhibi-
tor data to reflect a reservation of a digital credential and/or
amenity. For example, exhibitor management module 1506
can process read requests for exhibitor data such as show
times for a specified movie, theatres within a predetermined
geographic area that are presenting a specified movie, digital
credential and/or seating availability for one or more sched-
uled presentations, available amenities at an exhibitor loca-
tion, movie trailers, movie reviews, etc. In response to
receiving a read request for exhibitor data, exhibitor man-
agement module 1506 can gather the requested exhibitor
data from exhibitor database 1504 and return the requested
exhibitor data in response to the read request.

[0209] Exhibitor management module 1506 can also pro-
cess reservation requests. A reservation request can be a
request to reserve digital credentials and/or amenities for a
scheduled presentation of a digital content item. In response
to receiving a reservation request, exhibitor management
module 1506 can initially confirm whether the reservation
request can be fulfilled. For example, exhibitor management
module 1506 can determine whether there are a sufficient
number of available digital credentials to fulfill the reser-
vation request. As another example, exhibitor management
module 1506 can determine whether selected seats are
available to be reserved. If exhibitor management module
1506 determines that the reservation request can be fulfilled,
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exhibitor management module 1506 can update exhibitor
database 1504 to fulfill the request. For example, exhibitor
management module 1506 can update exhibitor database
1504 to indicate that requested digital credentials have been
reserved, update the number of reserved digital credentials
for the scheduled presentation, update a seating chart to
reflect that specific seats have been reserved, etc.

[0210] Exhibitor management module 1506 can also gen-
erate and provide reservation data reflecting that a requested
reservation has been completed. Reservation data can
include data indicating that the reservation request has been
completed as well as data that can be used to redeem or
confirm the reservation at an exhibitor location. For
example, reservation data can include a unique code asso-
ciated with reserved digital credentials, reserved seats,
reserved amenities, etc., that can be used by an exhibitor to
confirm the reservation. Reservation data can also include
data describing the reservation, such as reserved seats,
selected exhibitor location, selected scheduled presentation,
reserved amenities (e.g., purchased food items), purchasing
user, etc. In some embodiments, the reservation data can be
provided to a user for use at the exhibitor. The reservation
data can also be provided directly to the exhibitor location.
[0211] In system 1500, a user can utilize mobile comput-
ing device 802 to reserve a digital credential for a scheduled
presentation of a digital content item, as well as reserve
amenities. As shown, mobile computing device 802 can
include digital credential application 1508. Digital creden-
tial application 1508 can enable a user to communicate with
digital content delivery system 104 to request exhibitor data
as well as to reserve digital credentials and/or amenities.
Digital credential application 1508 can include user inter-
face module 1510 configured to present a user with an
exhibitor interface including user interface elements (e.g.,
buttons, text fields, etc.) that a user can use to request and
select data. For example, the exhibitor interface can provide
a user with a listing of scheduled presentations for a digital
content item and allow the user to reserve digital credentials
to one or more of the listed scheduled presentations. As
another example, the exhibitor interface can provide a user
with a listing of unreserved seats for a scheduled presenta-
tion and allow the user to reserve one or more of the
unreserved seats. As another example, the exhibitor interface
can enable the user to enter and/or select one or more
exhibitor data parameters (e.g., desired movie, desired the-
atre, desired day/time) and then provide the user with
exhibitor data based on the exhibitor data parameters entered
and/or selected by the user.

[0212] Digital credential application 1508 can communi-
cate with digital content delivery system 104 to perform one
or more actions requested by the user, such as requests to
read exhibitor data, requests to reserve digital credentials
and/or amenities, etc. For example, digital credential appli-
cation 1508 can transmit requests to digital content delivery
system 104 to perform specified actions, such as requests to
read exhibitor data, requests to reserve digital credentials
and/or amenities, etc. Digital credential application 1508 can
include data in the requests that can be used by digital
content delivery system 104 to complete the request. For
example, the request can include one or more exhibitor data
parameters selected by the user.

[0213] Digital content delivery system 104 can include
digital credential management module 1512 configured to
receive and respond to requests from mobile computing
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device 802. For example, digital content delivery system
104 can receive a request from mobile computing device
802 for specified exhibitor data and, in response, transmit a
read request to exhibitor management system 1502 for the
specified exhibitor data. Digital content delivery system 104
can provide the returned exhibitor data to mobile computing
device 802, where it can be presented to a user in a exhibitor
interface.

[0214] As another example, digital credential manage-
ment module 1512 can receive a request from mobile
computing device 802 to reserve a digital credential to a
scheduled presentation and/or reserve one or more ameni-
ties. In response, digital credential management module
1512 can transmit a reservation request to exhibitor man-
agement system 1502 to reserve the digital credential and/or
amenities.

[0215] Digital credential management module 1512 can
receive reservation data from exhibitor management system
1502 confirming that the requested reservation has been
completed. In response, digital credential management mod-
ule 1512 can update the requesting user’s account in user
account database 110 to reflect that the user’s requested
reservation has been completed and that the requested digital
credential and/or amenities are assigned to the requesting
user’s account. For example, digital credential management
module 1512 can update the requesting user’s account with
metadata describing the digital credentials assigned to the
user’s accounts, such as metadata describing a selected
exhibitor location, selected scheduled presentation, selected
seats, purchased amenities, etc. Digital credential manage-
ment module 1512 can also store any unique codes received
from exhibitor management system 1502 that can be used by
a user to redeem the digital credentials assigned to the user’s
account and/or any reserved amenities.

[0216] In some embodiments, digital credential manage-
ment module 1512 can provide a user with exhibitor data
and/or reserve a digital credential for the user based on a
digital content license assigned to the user’s account. For
example, a digital content license can allow the user to
access the digital content item using client-side digital
content delivery device 106 and/or attend a scheduled pre-
sentation of the digital content item at an exhibitor location.
In this type of scenario, a user that purchases a movie rental
that can be streamed to the user’s client-side digital content
delivery device 106 can also be allotted two digital creden-
tials to view the movie at a movie theatre. A user can
therefore choose to view the movie rental at home and/or
view the movie at a movie theater.

[0217] A digital content license purchased by a user may
be associated with a particular exhibitor. For example, the
exhibitor can be an exhibitor that operates within a geo-
graphic region where the user resides. As another example,
the exhibitor can be an exhibitor selected by the user as the
user’s preferred exhibitor. In some instances, the exhibitor
may receive a portion of the revenue associated with the
user’s purchase of the digital content license to access the
digital content item.

[0218] In this type of scenario, digital credential manage-
ment module 1512 can present the user with exhibitor data
and/or reserve a digital credential based on the digital
content license purchased by the user and assigned to the
user’s account. This can include enabling the user to reserve
a digital credential for a scheduled presentation of the digital
content item associated with the digital content license
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and/or a scheduled presentation offered at an exhibitor
location associated with the digital content license. For
example, digital credential management module 1512 can
access the user’s account in user account database 110 to
identify a digital content license assigned to the user’s
account. Based on the digital content license, digital cre-
dential management module 1512 can determine a digital
content item that the user has purchased a license to access,
and an exhibitor associated with the digital content item.
Digital credential management module 1512 can use the
determined digital content item and exhibitor to transmit a
read request to exhibitor management system 1502 for
exhibitor data describing scheduled performances of the
digital content item at exhibitor locations associated with the
exhibitor. The returned exhibitor data can identify exhibitor
locations and scheduled performances that the user is
licensed to attend according to the digital content item
assigned to the user’s account. For example, the user can
select to reserve digital credentials to any one of the sched-
uled performances.

[0219] In some situations, an exhibitor may manage a
large number of exhibitor locations, and thus providing the
user with exhibitor data for all exhibitor locations may be
excessive and/or unnecessary. In this type of situation,
digital credential management module 1512 can provide the
user with a subset of exhibitor data based on the location of
the user in relation to exhibitor locations managed by the
exhibitor. For example, digital credential management mod-
ule 1512 can select a subset of exhibitor locations that are
within a predetermined geographic distance of a known
dwelling of the user or, alternatively, a determined current
location of the user. Digital credential management module
1512 can then provide the user with exhibitor data for the
subset of exhibitor locations.

[0220] Once a digital credential has been reserved and
assigned to a user’s account, the user can use mobile
computing device 802 to retrieve the digital credential. For
example, the user can use the exhibitor interface to request
that digital credentials assigned to the user’s account be
transmitted to mobile computing device 802. Digital cre-
dential application 1508 can include digital credential pre-
sentation module 1514 configured to receive a digital cre-
dential from digital content delivery system 104 and render
a visual representation of the digital credential. Once ren-
dered, the digital credential can be redeemed by a user to
grant the user access to a selected scheduled presentation of
the digital content item.

[0221] Digital content delivery system 104 can utilize one
or more security measures to prevent misuse of digital
credentials, such as digital credentials being issued to an
incorrect user and/or the digital credential being utilized in
violation of the terms of a digital license (e.g., the digital
credential being redeemed by an incorrect user and/or the
digital credential being resold).

[0222] Digital content misuse management application
116 can include digital credential issuing module 1516
configured to prevent misuse of digital credentials. Digital
credential issuing module 1516 can restrict a user’s access to
digital credentials assigned to the user’s account until one or
more conditions are satisfied. One such condition can be
based on the location of the user in relation to an exhibitor
location. For example, digital credential issuing module
1516 can require that the user be located within a predeter-
mined geographic distance of the exhibitor location at which
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the digital credential can be redeemed. Hence a user cannot
access the digital credential until the user is nearby the
exhibitor location.

[0223] In response to receiving a request from mobile
computing device 802 for a digital credential to be trans-
mitted to mobile computing device 802, digital credential
issuing module 1516 can determine whether a current loca-
tion of mobile computing device 802 is within a predeter-
mined geographic distance of the exhibitor location where
the digital credential can be redeemed. Digital credential
issuing module 1516 can access the user’s account to gather
metadata describing the geographic location of the exhibitor
location. Digital credential issuing module 1516 can receive
the current location of mobile computing device 802 from
mobile computing device 802 (e.g., as part of the request
received from mobile computing device 802 or in response
to a separate request). Digital credential issuing module
1516 can use the current location of mobile computing
device 802 and the geographic location of the exhibitor
location to determine whether the current location of mobile
computing device 802 is within the predetermined geo-
graphic distance of the exhibitor location.

[0224] Another condition can be based on the current time
in relation to a start time of the scheduled presentation. For
example, digital credential issuing module 1516 can require
that a remaining amount of time until a start time of the
scheduled presentation be less than a threshold amount of
time. Hence a user cannot access the digital credential until
a short time before the start of the scheduled presentation.
Digital credential issuing module 1516 can access the user’s
account to gather metadata describing the scheduled start
time of the scheduled presentation and determine whether a
remaining amount of time until the scheduled start time
(e.g., a time duration between the current time and the
scheduled start time) is less than the threshold amount of
time.

[0225] Another condition can be based on the requesting
mobile computing device. For example, digital credential
issuing module 1516 can restrict access to the digital cre-
dential to one or more mobile computing devices authorized
with the user’s account. In some embodiments, device
identifiers for the authorized mobile computing device(s)
can be stored in the user’s account. Digital credential issuing
module 1516 can request a device identifier from a mobile
computing device 802 requesting digital credentials and then
access the user’s account to determine whether the device
identifier received from mobile computing device 802 is
included in the list of authorized device identifiers.

[0226] Digital credential issuing module 1516 can deny a
request to issue a digital credential if one or more of the
described conditions are not satisfied. For example, in some
embodiments, digital credential issuing module 1516 can
require that all conditions be satisfied for the request to be
approved (e.g., the user be located nearby the theatre, the
movie to start shortly and the requesting mobile computing
device be authorized on the user’s account). Alternatively, in
some embodiments, digital credential issuing module 1516
can require that at least one or two of the conditions be
satisfied for the request to be approved.

[0227] If digital credential issuing module 1516 deter-
mines that a sufficient number of conditions have been
satisfied, digital credential issuing module 1516 can transmit
the digital credential to mobile computing device 802. This
can include gathering and providing reservation data asso-
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ciated with the digital credential to mobile computing device
802. For example, digital credential issuing module 1516
can access the user’s account to access the reservation data
associated with the digital credential.

[0228] Once the reservation data is received by mobile
computing device 802, digital credential presentation mod-
ule 1514 can use the reservation data to render a graphical
representation of the digital credential, such as scannable
code (e.g., Quick Response (QR) code, bar code, etc.). The
scannable code can be embedded with reservation data that
can be used to confirm the user’s reservation. For example,
the scannable code can be embedded with the unique code
associated with the reservation of the digital credentials, the
number of digital credentials purchased, reserved seats,
purchaser name, etc. The scannable code can be scanned at
an exhibitor location using a scanning device capable of
reading the scannable code to retrieve the reservation data
embedded in the scannable code.

[0229] In addition to restricting access to digital creden-
tials until one or more conditions are satisfied, digital
credential issuing module 1516 can further implement one
or more security features into the visual rendering of the
digital credential to prevent misuse. For example, digital
credential issuing module 1516 can include image data in
the digital credential that, when rendered by mobile com-
puting device 802, causes an image of the user associated
with the user account to be presented along with the digital
credential. An employee at an exhibitor location can there-
fore visually verify that the user attempting to redeem the
digital credential is the user associated with the user account.
[0230] As another example, digital credential issuing
module 1516 can include video data in the digital credential
that, when rendered by mobile computing device 802,
causes a video and/or animation to be presented along with
the digital credential. This can prevent users from creating
counterfeit copies of the digital credential by taking a picture
and/or screen grab of the rendered digital credential.
[0231] While digital credential issuing module 1516 is
described as implementing one or more security measures to
prevent misuse of digital credentials, this is only one
example and is not meant to be limiting. In some embodi-
ments, mobile computing device 802 can also be configured
to implement security measures. For example, mobile com-
puting device 802 can implement security measures instead
of or in addition to digital credential issuing module 1516.
For example, digital credential presentation module 1514
can determine whether one or more conditions are met prior
to granting a user access to a digital credential (e.g., ren-
dering a visual representation of the digital credential that
can be redeemed by the user). Digital credential presentation
module 1514 can also implement one or more security
features into the digital credential to prevent misuse. For
example, digital credential presentation module 1514 can
render an image of the user along with the digital credential
to allow an employee of an exhibitor location to visually
verify that the user attempting to redeem the digital creden-
tial is the user associated with the user account. As another
example, digital credential presentation module 1514 can
render a video and/or animation along with the digital
credential to prevent counterfeits of the digital credential to
be captured by taking a picture or capturing a screen grab of
the rendered digital credential (i.e., the picture or screengrab
would include a still image rather than the video and/or
animation).
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[0232] Digital credential application 1508 can also include
transportation module 1518, which can coordinate transpor-
tation for a user to and/or from a digital venue. For example,
transportation module 1518 can communicate with remote
servers of one or more taxi and/or drive share services to
schedule transportation for a user to and from a digital
venue. Transportation module 1518 can schedule transpor-
tation for a user based on digital credentials reserved by the
user. For example, transportation module 1518 can deter-
mine a scheduled start and/or end time of a scheduled
presentation. Transportation module 1518 can schedule
arrival of a car or taxi based on the scheduled start and/or
end time of the scheduled presentation.

[0233] FIG. 16 shows an example method 1600 for issuing
digital credentials. It should be understood that there can be
additional, fewer, or alternative steps performed in similar or
alternative orders, or in parallel, within the scope of the
various embodiments unless otherwise stated.

[0234] At step 1602, a digital content delivery system
(e.g., the system 104) assigns a digital credential to a user
account maintained by the digital content delivery system.
For example, the digital content delivery system can update
a user account with reservation data associated with the
digital credential. The digital credential can be redeemable
at a selected exhibitor location to view a selected scheduled
presentation of a digital content item. For example, the
digital credential can be redeemed at a selected theatre to
view a scheduled movie.

[0235] A license to access the digital content item may
have been previously assigned to the user account. For
example, the user may have previously purchased a license
to rent the digital content item and view the digital content
item using a client-side digital content delivery device. The
purchased license can also provide the user with the right to
view a scheduled presentation of the digital content item at
an exhibitor location. For example, the purchased license
can allow a user to attend a screening of the movie at a
selected movie theatre.

[0236] At step 1604, the digital content delivery system
receives, from a mobile computing device associated with
the user account, a first request for the digital credential to
be transmitted to the mobile computing device.

[0237] At step 1606, the digital content delivery system
determines whether a current location of the mobile com-
puting device is within a predetermined geographic distance
of the selected exhibitor location. In some embodiments, the
first request received from the mobile computing device can
include location data describing the current location of the
mobile computing device. The digital content delivery sys-
tem can use the received location information to determine
whether the current location of the mobile computing device
is within a predetermined geographic distance of the
selected exhibitor location.

[0238] At step 1608, the digital content delivery system
determines whether a remaining amount of time until a
scheduled start time of the selected scheduled presentation is
less than a threshold amount of time. For example, the
digital content delivery system can determine a current time
and the scheduled start time of the selected scheduled
presentation. The digital content delivery system can deter-
mine whether an amount of time between the current time
and the scheduled start time is less than a threshold amount
of time.
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[0239] At step 1610, the digital content delivery system
denies the first request in response to determining that either
the current location of the mobile computing device is
outside of the predetermined geographic distance of the
selected exhibitor location or the remaining amount of time
until the scheduled start time of the selected scheduled
presentation is greater than the threshold amount of time. As
a result of the first request being denied, the mobile com-
puting device will not receive the digital credential in
response to the first request.

[0240] At step 1612, the digital content delivery system
receives, from the mobile computing device, a second
request for the digital credential assigned to be transmitted
to the mobile computing device. The second request can be
received after the first request was denied. The second
request can also include location data indicating the current
location of the mobile computing device.

[0241] At step 1614, the digital content delivery system
determines that the current location of the mobile computing
device is within the predetermined geographic distance of
the selected exhibitor location and that the remaining
amount of time until the scheduled start time of the selected
scheduled presentation is less than the threshold amount of
time.

[0242] At step 1616, the digital content delivery system
transmits the digital credential to the mobile computing
device. After receiving the digital credential, the mobile
computing device can render a visual representation of the
digital credential on a display of the mobile computing
device, which can be redeemed to provide a user access to
the selected scheduled presentation.

[0243] FIG. 17 shows an example method 1700 for reserv-
ing digital credentials to a scheduled presentation of a digital
content item. It should be understood that there can be
additional, fewer, or alternative steps performed in similar or
alternative orders, or in parallel, within the scope of the
various embodiments unless otherwise stated.

[0244] At step 1702, a digital content delivery system
(e.g., the system 104) generates a user profile for a user
account. The generated user profile can be stored in a user
account database maintained by the digital content delivery
system.

[0245] At step 1704, the digital content delivery system
updates the user profile to indicate that a license to access a
digital content item has been assigned to the user account.
For example, the license can be a license to access and
present a movie through a client-side digital content delivery
device (e.g., the device 106) associated with the user
account. The license can further enable a user to attend a
scheduled performance of the digital content item.

[0246] At block 1706, the digital content delivery system
determines one or more exhibitor locations where the user
can attend a scheduled performance of the digital content
item. The digital content delivery system can determine an
exhibitor associated with the license assigned to the user
account. For example, the exhibitor can be associated with
the purchase of the license and, in some embodiments,
received a portion of revenue from the purchase for the
license to access the digital content item. Once the digital
content delivery system determines the exhibitor associated
with the license, the digital content delivery system can
determine exhibitor locations associated with the exhibitor.
This can include identifying all exhibitor locations associ-
ated with the exhibitor or a subset of the exhibitor locations.
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For example, the digital content delivery system can deter-
mine exhibitor locations that are located within a predeter-
mined geographic distance of a dwelling associated with the
user account.

[0247] At block 1708, the digital content delivery system
determines one or more scheduled presentations of the
digital content item offered by the one or more exhibitor
locations. For example, the digital content delivery system
can determine show times at which the digital content (e.g.,
movie) is playing at various movie theatres.

[0248] At block 1710, the digital content delivery system
transmits data identifying the one or more exhibitor loca-
tions and the one or more scheduled presentations of the
digital content item to a mobile computing device associated
with the user account. The mobile computing device can
render a visual representation of the data and enable a user
to browse through the available scheduled presentations as
well as select to reserve digital credentials to a scheduled
presentation.

[0249] At block 1712, the digital content delivery system
receives, from the mobile computing device, a user selection
indicating that a user associated with the user account would
like to reserve digital credentials to a selected scheduled
presentation of the digital content item offered by a selected
exhibitor location.

[0250] At block 1714, the digital content delivery system
reserves the digital credentials to the selected scheduled
presentation of the digital content item. For example, the
digital content delivery system can transmit a reservation
request to an exhibitor management system to reserve the
digital credentials. The digital content delivery system can
additionally update the user’s account to assign the reserved
digital credentials to the users account. This can include
updating the user’s account with any reservation data
received from the exhibitor management system.

[0251] FIGS. 18A-18L show example screenshots of an
exhibitor interface. As shown in FIG. 18A, the exhibitor
interface can enable a user to reserve one or more amenities.
For example, the user can use the exhibitor interface to
select from and purchase food and/or beverages, as well as
select a pickup location for the purchased food and/or
beverages. The exhibitor interface can also user can also
allow a user to schedule transportation to and/or from a
scheduled presentation of a digital content item.

[0252] As shown in FIG. 18B, the exhibitor interface can
allow a user to view and/or adjust configurations or settings.
For example, the exhibitor interface can allow the user to
view and/or adjust account settings, audio and video set-
tings, software version and language settings. The exhibitor
interface can also allow the user to reset the settings to their
default settings.

[0253] As shown in FIG. 18C, the exhibitor interface can
present a user with video. For example, the exhibitor inter-
face can allow the user to view movie trailers, reviews, etc.
The exhibitor interface can also allow the user to control
presentation of the video, such as fast forward, rewind,
pause, play, etc.

[0254] As shown in FIG. 18D, the exhibitor interface can
enable the user to perform one or more functions. For
example, the exhibitor interface can enable the user to
review a digital content item, share the review via one or
more social networking services, redeem digital credentials
and/or browse movies.
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[0255] As shown in FIG. 18E, the exhibitor interface can
provide the user with data identifying scheduled presenta-
tions of digital content items. For example, the exhibitor
interface can provide the user with movie title descriptions,
available locations and/or times. The exhibitor interface can
also enable a user to select to reserve digital credentials to
a selected movie.

[0256] As shown in FIG. 18F, the exhibitor interface can
present the user with multiple data tiles that include data and
that can be selectable by a user. For example, each data tile
can include data associated with a movie, such as images
associated with the movie, description text, etc. Further,
each data tile can be selectable to enable the user to access
additional data.

[0257] As shown in FIG. 18G, the exhibitor interface can
provide the user with data identifying scheduled presenta-
tions of digital content items. For example, the exhibitor
interface can provide the user with movie title descriptions,
available locations and/or times. The exhibitor interface can
also enable a user to select to reserve digital credentials to
a selected movie.

[0258] As shown in FIG. 18H, the exhibitor interface can
present a visual rendering of a digital credential, such as a
QR code. The visual rendering of the digital credential can
allow a user to redeem the digital credential at an exhibitor
location.

[0259] As shown in FIG. 18I, the exhibitor interface can
provide a user with a detailed written description of a movie.
This can include a plot synopsis as well as a listing of key
actors/actresses in the movie and the director.

[0260] As shown in FIG. 18] the exhibitor interface can
enable a user to purchase digital credentials and/or a digital
content license. As show, the exhibitor interface can enable
the user to enter payment method data, such as credit card
information. The exhibitor interface can also provide the
user with the total cost for the requested purchase.

[0261] As shown in FIG. 18K, the exhibitor interface can
present the user with data tiles representing scheduled
presentations of a digital content item. Each data tile can
include data describing its respective scheduled presenta-
tion, such as the scheduled start time of the scheduled
presentation. Further, the data tiles can be interactive such
that a user can select a data tile to receive addition infor-
mation regarding the corresponding scheduled presentation
and/or to reserve digital credentials for the scheduled pre-
sentation.

[0262] As shown in FIG. 18L, the exhibitor interface can
present the user with a seating map identifying the seats at
an exhibitor location. The seating map can indicate which
seats are reserved and which seats remain available. The
seating map can be interactive to allow a user to reserve
seats.

Software Architecture

[0263] FIG. 19 is a block diagram illustrating an example
software architecture 1906, which may be used in conjunc-
tion with various hardware architectures herein described.
FIG. 19 is a non-limiting example of a software architecture
and it will be appreciated that many other architectures may
be implemented to facilitate the functionality described
herein. Software architecture 1906 may execute on hardware
such as machine 2000 of FIG. 20 that includes, among other
things, processors 2004, memory 2014, and input/output
(I/0) components 2018. A representative hardware layer
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1952 is illustrated and can represent, for example, machine
2000 of FIG. 20. Representative hardware layer 1952
includes processing unit 1954 having associated executable
instructions 1904. Executable instructions 1904 represent
the executable instructions of software architecture 1906,
including implementation of the methods, modules and so
forth described herein. Hardware layer 1952 also includes
memory and/or storage modules memory/storage 1956,
which also have executable instructions 1904. Hardware
layer 1952 may also comprise other hardware 1958.

[0264] In the example architecture of FIG. 19, software
architecture 1906 may be conceptualized as a stack of layers
where each layer provides particular functionality. For
example, software architecture 1906 may include layers
such as operating system 1902, libraries 1920, applications
1916 and a presentation layer 1914. Operationally, applica-
tions 1916 and/or other components within the layers may
invoke application programming interface (API) API calls
1908 through the software stack and receive a response as in
response to API calls 1908. The layers illustrated are rep-
resentative in nature and not all software architectures have
all layers. For example, some mobile or special purpose
operating systems may not provide frameworks/middleware
1918, while others may provide such a layer. Other software
architectures may include additional or different layers.

[0265] Operating system 1902 may manage hardware
resources and provide common services. Operating system
1902 may include, for example, kernel 1922, services 1924,
and drivers 1926. Kernel 1922 may act as an abstraction
layer between the hardware and the other software layers.
For example, kernel 1922 may be responsible for memory
management, processor management (e.g., scheduling),
component management, networking, security settings, and
so on. Services 1924 may provide other common services
for the other software layers. Drivers 1926 may be respon-
sible for controlling or interfacing with the underlying
hardware. For instance, drivers 1926 may include display
drivers, camera drivers, Bluetooth® drivers, flash memory
drivers, serial communication drivers (e.g., Universal Serial
Bus (USB) drivers), Wi-Fi® drivers, audio drivers, power
management drivers, and so forth depending on the hard-
ware configuration.

[0266] Libraries 1920 may provide a common infrastruc-
ture that may be used by applications 1916 and/or other
components and/or layers. Libraries 1920 typically provide
functionality that allows other software modules to perform
tasks in an easier fashion than to interface directly with the
underlying operating system 1902 functionality (e.g., kernel
1922, services 1924 and/or drivers 1926). Libraries 1920
may include system libraries 1944 (e.g., C standard library)
that may provide functions such as memory allocation
functions, string manipulation functions, mathematic func-
tions, and the like. In addition, libraries 1920 may include
API libraries API 1946 such as media libraries (e.g., libraries
to support presentation and manipulation of various media
format such as MPREG4, H.264, MP3, AAC, AMR, JPG,
PNG), graphics libraries (e.g., an OpenGL framework that
may be used to render 2D and 3D in a graphic movie on a
display), database libraries (e.g., SQLite that may provide
various relational database functions), web libraries (e.g.,
WebKit that may provide web browsing functionality), and
the like. Libraries 1920 may also include a wide variety of
other libraries 1950 to provide many other APIs to applica-
tions 1916 and other software components/modules.
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[0267] The frameworks frameworks/middleware 1918
(also sometimes referred to as middleware) provide a
higher-level common infrastructure that may be used by
applications 1916 and/or other software components/mod-
ules. For example, frameworks/middleware 1918 may pro-
vide various graphic user interface (GUI) functions, high-
level resource management, high-level location services,
and so forth. Frameworks/middleware 1918 may provide a
broad spectrum of other APIs that may be utilized by
applications 1916 and/or other software components/mod-
ules, some of which may be specific to a particular operating
system or platform.

[0268] Applications 1916 include built-in applications
1938 and/or third-party applications 1940. Examples of
representative built-in applications 1938 may include, but
are not limited to, a contacts application, a browser appli-
cation, a book reader application, a location application, a
media application, a messaging application, and/or a game
application. Third-party applications 1940 may include any
application developed using the Android™ or iOS™ soft-
ware development kit (SDK) by an entity other than the
vendor of the particular platform, and may be mobile
software running on a mobile operating system such as
10S™, Android™, Windows® Phone, or other mobile oper-
ating systems. Third-party applications 1940 may invoke the
API calls 1908 provided by the mobile operating system
such as operating system 1902 to facilitate functionality
described herein.

[0269] Applications 1916 may use built-in operating sys-
tem functions (e.g., kernel 1922, services 1924 and/or driv-
ers 1926), libraries 1920, frameworks/middleware 1918 to
create user interfaces to interact with users of the system.
Alternatively, or additionally, in some systems interactions
with a user may occur through a presentation layer, such as
presentation layer 1914. In these systems, the application/
module “logic” can be separated from the aspects of the
application/module that interact with a user.

[0270] Some software architectures use virtual machines.
In the example of FIG. 19, this is illustrated by virtual
machine 1910. Virtual machine 1910 creates a software
environment where applications/modules can execute as if
they were executing on a hardware machine (such as the
machine 2000 of FIG. 20, for example). Virtual machine
1910 is hosted by a host operating system (operating system
(0S) 1936 in FIG. 19) and typically, although not always,
has a virtual machine monitor 1960, which manages the
operation of virtual machine 1910 as well as the interface
with the host operating system (i.e., operating system 1902).
A software architecture executes within the virtual machine
1910 such as operating system (OS) 1936, libraries 1934,
frameworks 1932, applications 1930 and/or presentation
layer 1928. These layers of software architecture executing
within the virtual machine 1910 can be the same as corre-
sponding layers previously described or may be different.
[0271] FIG. 20 is a block diagram illustrating components
of' machine 2000, according to some example embodiments,
able to read instructions from a machine-readable medium
(e.g., a machine-readable storage medium) and perform any
one or more of the methodologies discussed herein. Spe-
cifically, FIG. 20 shows a diagrammatic representation of
machine 2000 in the example form of a computer system,
within which instructions 2010 (e.g., software, a program,
an application, an applet, an app, or other executable code)
for causing machine 2000 to perform any one or more of the
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methodologies discussed herein may be executed. As such,
the instructions 2010 may be used to implement modules or
components described herein. The instructions 2010 trans-
form the general, non-programmed machine into a particular
machine programmed to carry out the described and illus-
trated functions in the manner described. In alternative
embodiments, machine 2000 operates as a standalone device
or may be coupled (e.g., networked) to other machines. In a
networked deployment, machine 2000 may operate in the
capacity of a server machine or a client machine in a
server-client network environment, or as a peer machine in
a peer-to-peer (or distributed) network environment.
Machine 2000 may comprise, but not be limited to, a server
computer, a client computer, a personal computer (PC), a
tablet computer, a laptop computer, a netbook, a set-top box
(STB), a personal digital assistant (PDA), an entertainment
media system, a cellular telephone, a smart phone, a mobile
computing device, a wearable device (e.g., a smart watch),
a smart home device (e.g., a smart appliance), other smart
devices, a web appliance, a network router, a network
switch, a network bridge, or any machine capable of execut-
ing instructions 2010, sequentially or otherwise, that specify
actions to be taken by machine 2000. Further, while only a
single machine 2000 is illustrated, the term “machine” shall
also be taken to include a collection of machines that
individually or jointly execute instructions 2010 to perform
any one or more of the methodologies discussed herein.

[0272] Machine 2000 may include processors 2004,
memory memory/storage 2006, and input/output (I/O) com-
ponents 2018, which may be configured to communicate
with each other such as via bus 2002. Memory/storage 2006
may include memory 2014, such as a main memory, or other
memory storage, and storage unit 2016, both accessible to
processors 2004 such as via bus 2002. Storage unit 2016 and
memory 2014 store instructions 2010 embodying any one or
more of the methodologies or functions described herein.
Instructions 2010 may also reside, completely or partially,
within memory 2014, within storage unit 2016, within at
least one of processors 2004 (e.g., within the processor’s
cache memory), or any suitable combination thereof, during
execution thereof by the machine 2000. Accordingly,
memory 2014, storage unit 2016, and memory of processors
2004 are examples of machine-readable media.

[0273] The input/output (I/O) components 2018 may
include a wide variety of components to receive input,
provide output, produce output, transmit information,
exchange information, capture measurements, and so on.
The specific input/output (I/O) components 2018 that are
included in a particular machine will depend on the type of
machine. For example, portable machines such as mobile
phones will likely include a touch input device or other such
input mechanisms, while a headless server machine will
likely not include such a touch input device. It will be
appreciated that input/output (I/O) components 2018 may
include many other components that are not shown in FIG.
20. Input/output (I/0) components 2018 are grouped accord-
ing to functionality merely for simplifying the following
discussion and the grouping is in no way limiting. In various
example embodiments, input/output (I/O) components 2018
may include output components 2026 and input components
2028. Output components 2026 may include visual compo-
nents (e.g., a display such as a plasma display panel (PDP),
a light emitting diode (LED) display, a liquid crystal display
(LCD), a projector, or a cathode ray tube (CRT)), acoustic
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components (e.g., speakers), haptic components (e.g., a
vibratory motor, resistance mechanisms), other signal gen-
erators, and so forth. Input components 2028 may include
alphanumeric input components (e.g., a keyboard, a touch
screen configured to receive alphanumeric input, a photo-
optical keyboard, or other alphanumeric input components),
point based input components (e.g., a mouse, a touchpad, a
trackball, a joystick, a motion sensor, or other pointing
instrument), tactile input components (e.g., a physical but-
ton, a touch screen that provides location and/or force of
touches or touch gestures, or other tactile input compo-
nents), audio input components (e.g., a microphone), and the
like.

[0274] In further example embodiments, input/output
(I/0) components 2018 may include biometric components
2030, motion components 2034, environmental components
2036, or position components 2038 among a wide array of
other components. For example, biometric components
2030 may include components to detect expressions (e.g.,
hand expressions, facial expressions, vocal expressions,
body gestures, or eye tracking), measure biosignals (e.g.,
blood pressure, heart rate, body temperature, perspiration, or
brain waves), identify a person (e.g., voice identification,
retinal identification, facial identification, fingerprint iden-
tification, or electroencephalogram based identification),
and the like. Motion components 2034 may include accel-
eration sensor components (e.g., accelerometer), gravitation
sensor components, rotation sensor components (e.g., gyro-
scope), and so forth. Environmental components 2036 may
include, for example, illumination sensor components (e.g.,
photometer), temperature sensor components (e.g., one or
more thermometer that detect ambient temperature), humid-
ity sensor components, pressure sensor components (e.g.,
barometer), acoustic sensor components (e.g., one or more
microphones that detect background noise), proximity sen-
sor components (e.g., infrared sensors that detect nearby
objects), gas sensors (e.g., gas detection sensors to detection
concentrations of hazardous gases for safety or to measure
pollutants in the atmosphere), or other components that may
provide indications, measurements, or signals corresponding
to a surrounding physical environment. Position components
2038 may include location sensor components (e.g., a
Global Position System (GPS) receiver component), altitude
sensor components (e.g., altimeters or barometers that detect
air pressure from which altitude may be derived), orientation
sensor components (e.g., magnetometers), and the like.

[0275] Communication may be implemented using a wide
variety of technologies. Input/output (I/O) components 2018
may include communication components 2040 operable to
couple the machine 2000 to network 2032 or devices 2020
via coupling 2022 and coupling 2024, respectively. For
example, communication components 2040 may include a
network interface component or other suitable device to
interface with network 2032. In further examples, commu-
nication components 2040 may include wired communica-
tion components, wireless communication components, cel-
Iular  communication  components, Near  Field
Communication (NFC) components, Bluetooth® compo-
nents (e.g., Bluetooth® Low Energy), Wi-Fi® components,
and other communication components to provide commu-
nication via other modalities. Devices 2020 may be another
machine or any of a wide variety of peripheral devices (e.g.,
a peripheral device coupled via a Universal Serial Bus

(USB)).






